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MERICS TOP 3

1. Companies face increased scrutiny under new cybersecurity regulations

Policy name: Regulations on the Security Protection of Critical Information Infrastructure
(R E R EMR R 2RI %A) (Link)

Issuing body: State Council

Date: August 17, 2021

At a glance: The regulations on Critical Information Infrastructure (CII) took effect on
September 1. The State Council defines CII as important network infrastructure or IT sys-
tems that if breached or destroyed could cause harm to China’s national security, economy
or public interests. The policy document lists eight specific sectors including telecommu-
nications, energy and transportation in which CII is most likely to be found. Businesses
that sell, purchase or use this infrastructure could then be considered CII operators
(CIIOs), they must:

= Prioritize the purchase of secure and reliable network products and services
= Conduct an annual security review and risk assessment

= Report cybersecurity incidents and any changes to their CII to the relevant sectoral
regulators and public security authorities

= Establish teams to constantly monitor cybersecurity

MERICS comment: Crucially, the policy does not specify which companies will be desig-
nated as CII providers or CIIOs and only states that regulators will make that decision.
Network equipment and service providers, such as Nokia and Ericsson, as well as indus-
trial software firms like ABB or SAP, will likely count as CII providers and rank among the
most impacted foreign companies. Pressure to adopt “secure and reliable network prod-
ucts and services” will direct cautious firms to their Chinese competitors.

Companies that operate in the listed sectors, such as energy or transportation, risk being
deemed CIIOs and may need to consider switching their suppliers of network equipment
and services. In addition, according to Cybersecurity Law, such companies would be re-

quired to store personal and important data locally. This could create interoperability is-
sues with business operations outside of China, or even destroy business models relying
on cross-border data transfers. Given the broad definition of CII, companies outside of the
selected industries could still benefit from tightening their data and cybersecurity. Having
said that, it is unlikely that businesses dealing in consumer products will be impacted.

The regulations come at a time when Chinese decision makers regard cyberattacks as an

immense threat to China’s national security and society. This is fueled by US-China ten-
sions, the recent proliferation of cyberattacks globally and China’s relatively weak cyber-
security footing. The policy is part of a larger package of cybersecurity measures (e.g., the
updated Multi-Level Protection System) that enforce the Cybersecurity Law. The cyberse-
curity review that followed Didi’s US IPO is an important warning sign for tech companies.
To avoid being caught in the crosshairs of regulators, companies should make sure to be
compliant.
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http://www.gov.cn/zhengce/content/2021-08/17/content_5631671.htm
http://www.cac.gov.cn/2016-11/07/c_1119867116.htm
http://www.scio.gov.cn/32344/32345/44688/46640/tw46642/Document/1711129/1711129.htm?mc_cid=c3662d5315&mc_eid=f9634e5ef5
https://www.globaltimes.cn/page/202107/1228838.shtml
https://www.globaltimes.cn/page/202107/1228838.shtml
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2. MIIT steps up safety requirements for China’'s smart driving sector

Policy name: Opinions on Strengthening the Management of Connected Vehicles
(Intelligent Networked Vehicles) Manufacturers and Product Access

(Dl FE SRR T IR E MBS EE R R =R EANEENER) (Link)
Issuing body: MIIT

Date: August 12, 2021

At a glance: The Ministry of Industry and Information Technology (MIIT) issued instruc-
tions to regulate the security of data generated and transmitted by smart connected vehi-
cles and to strengthen passengers' safety. Following on from the recently released guide-
lines on cybersecurity standards for smart connected vehicles (see June issue), the policy
document requires car makers to:

= Establish a data security management system, implement a data security risk
assessment and data security incident reporting

= Localize data in China and only export data abroad after approval by relevant
authorities

= Submit Over-The-Air (OTA, i.e., online-transmitted software upgrades) updates
for in-car systems and autonomous driving features to MIIT for approval prior to
installation

= Provide clear instructions and outline performance limitations to users for
assisted and autonomous driving functions

MERICS comment: The opinions signal that China’s government is actively trying to keep
up with the highly dynamic and innovative smart vehicle sector in China. Deadly accidents
related to self-driving features, one of which involved China’s EV champion NI0O, showcase
the potential danger of an underregulated smart car sector. To reach the government’s
targets to further commercialize smart cars (50 percent of new car sales by 2025), regu-
lations like these are necessary to prevent further accidents and keep consumers confi-
dent in the new technology.

For foreign companies, regulation of the smart vehicle sector represents both an oppor-
tunity and a challenge. The government’s support for connected vehicles, 5G and digital
infrastructure as well as regulatory guidance make China a pioneer in the sector and a top
investment destination. New technology and business models involving data can be de-
veloped and tested there. Enhanced attention to the legislative framework surrounding
driver security helps define the responsibilities of users and manufacturers.

Moreover, the difficulty and potential arbitrary nature surrounding data transfers abroad
poses a potential roadblock for firms looking to use the tests and data generated in China
for their global activities. In addition, the need to obtain MIIT approval for OTA updates
of in-car systems and autonomous driving features is likely to increase costs for car man-
ufacturers by delaying and complicating the rollout of upgrades, potentially hampering
related business models.
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https://www.miit.gov.cn/jgsj/zbys/wjfb/art/2021/art_7cb8a0949a8e45c5979c0f73788d1184.html?mc_cid=c26d081e1d&mc_eid=957fcbcac9
https://merics.org/en/merics-briefs/smart-car-standards-auto-recycling-blockchain
https://www.scmp.com/business/china-business/article/3145672/fatal-crash-involving-nios-autopilot-function-sparks-online
https://asia.nikkei.com/Business/Automobiles/China-wants-self-driving-tech-in-half-of-new-cars-by-2025
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3. MOFCOM issues action plan to optimize China’s logistics network

Policy name: Special Action Plan for the High-quality Development of Trade Logistics
(2021-2025) (A5EF 9 WIIXTFEHLZ (BRYRESRELARERITENITR (2021-2025 F
) ) H9IEH) (Link)

Issuing bodies: MOFCOM, NDRC, MOF and others

Date: August 9, 2021

At a glance: Nine government agencies led by the Ministry of Commerce (MOFCOM) re-
leased a blueprint for modernizing China’s logistics system over the next five years. It
seeks to decrease the cost and increase the efficiency of domestic business activities and
international trade. Notable tasks outlined in the policy include:

= [ntegrate new technologies such as 5G, Big Data, the Internet of Things and Al
into logistics networks

= Build a green logistics system by using reduced and recyclable packaging and
equipment, transporting goods with clean NEVs, etc.

= Accelerate the development of cold chain logistics and extend the coverage of
urban and rural cold chain facility networks

= Support enterprises to invest in international logistics infrastructure, such
as overseas warehouses, and cultivate internationally competitive shipping
companies which are “autonomous and controllable”

MERICS comment: Logistics is an integral part of Beijing’s ambitions to turn China into a
manufacturing superpower. Upgrades to the logistics sector will increase the efficiency of
production, improve access to Chinese consumers and enable local firms to capture more
of the postproduction services.

The policy also bolsters one of the key pull factors for foreign companies operating in
China: world class distribution networks. The combination of excellent infrastructure,
complete industrial clusters, as well as the large and growing domestic market all contrib-
ute to China’s substantial appeal as a production base for foreign firms. As of February
2021, European companies registered their strongest commitment on record to remain-

ing in or even expanding operations in China. Only nine percent indicated plans to shift
some current or planned investments to other markets and only one percent planned to
fully divest.

The Special Action Plan presents several specific benefits for foreign enterprises operat-
ing in China. Expanding the cold chain logistics networks will further increase the market
for medical and food products. The move towards high tech logistic services, in the form
of automatic guided vehicles and high-end warehouses, could create new opportunities
for foreign firms to provide the software and equipment necessary for this transfor-
mation. They can also gain an advantage in promoting their green distribution and prod-
uct disposal practices as officials strive to develop more environmentally friendly logistic
networks.
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http://www.mofcom.gov.cn/article/guihua/202108/20210803185463.shtml
https://www.europeanchamber.com.cn/en/publications-business-confidence-survey
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WORTH NOTING

Policy news

= August 2: The State Council issues guidelines on the evaluation of China's scientific
and technology achievements, calling for increased participation from financial in-
stitutions and industry to improve the commercialization of scientific research

(State Council notice (CN); State Council article (EN))

= August 2: Reuters reports that on May 14, 2021, the Ministry of Finance and MIIT
issued guidelines for government procurement which sets local content require-
ments of 25 to 100 percent for 315 high tech items, many covering advanced med-

ical equipment (Reuters article (EN))

= August 4: The National Development and Reform Commission (NDRC), MIIT and
Ministry of Ecology and Environment issue a notice encouraging producers of home
appliance (such as TVs, refrigerators, washing machines and air conditioners) to
implement Extended Producer Responsibility systems and recycle waste products

(NDRC notice (CN); Enviliance Asia article (EN))

= August 9: Guangdong province releases a 14th Five-Year Plan for the high quality
development of the manufacturing industry, with a focus on building up the semi-

conductor industry supply chain in the region (Guangdong government notice (CN);

Global Times article (EN))

= August 10: The NDRC and National Energy Administration publish a notice encour-
aging renewable power generators to add energy storage or peak-shaving facilities,
which can address variations in energy demand and the ensure stable operation of

the grid system (NDRC notice (CN); Reuters article (EN))

= August 13: The State Council publishes guidelines to reform the management of cen-
tral budgetary research funding, including measures to simplify budget compilation
and improve compensation for scientists (State Council notice (CN); State Council

article (EN))

= August 16: The Beijing city government releases a Five-Year Plan for development
of the local hydrogen energy industry, aiming for a network of 74 hydrogen refuel-
ing stations and introduce 10,000 hydrogen fuel cell vehicles by the end of 2025

(Beijing city government notice (CN); Xinhua article (EN))

= August 19: The Ministry of Science and Technology solicits public submissions re-
garding research directions in disruptive technologies to enhance efforts in achiev-

ing major scientific and technological innovations (MOST notice (CN); Global Times

article (EN))

= August 20: The National People’s Congress passes the Personal Information Protec-
tion Law, effective November 1, which limits the legitimate scope for tech compa-
nies in handling personal data (see May issue) (National People’s Congress an-

nouncement (CN); Reuters article (EN))
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http://www.gov.cn/zhengce/content/2021-08/02/content_5628987.htm?mc_cid=6d57b79958&mc_eid=f9634e5ef5
http://english.www.gov.cn/policies/latestreleases/202108/02/content_WS6107b761c6d0df57f98ddef7.html
https://www.reuters.com/business/aerospace-defense/china-quietly-sets-new-buy-chinese-targets-state-companies-us-sources-2021-08-02/
https://www.ndrc.gov.cn/xxgk/zcfb/tz/202108/t20210804_1293128.html?code=&state=123
https://enviliance.com/regions/east-asia/cn/report_3769
http://www.gd.gov.cn/zwgk/wjk/qbwj/yf/content/post_3458462.html
https://www.globaltimes.cn/page/202108/1230993.shtml
https://www.ndrc.gov.cn/xxgk/zcfb/tz/202108/t20210810_1293396.html?code=&state=123
https://www.reuters.com/article/china-power/update-1-china-to-encourage-power-plants-to-add-storage-peak-shaving-units-idUSL1N2PH03C?mc_cid=234b9a5be4&mc_eid=957fcbcac9
http://www.gov.cn/zhengce/content/2021-08/13/content_5631102.htm?mc_cid=51726833b1&mc_eid=957fcbcac9
http://english.www.gov.cn/policies/latestreleases/202108/13/content_WS611638d4c6d0df57f98de681.html
http://english.www.gov.cn/policies/latestreleases/202108/13/content_WS611638d4c6d0df57f98de681.html
http://jxj.beijing.gov.cn/jxdt/tzgg/202108/t20210816_2469059.html
http://www.xinhuanet.com/english/2021-08/17/c_1310132769.htm
http://www.most.gov.cn/xxgk/xinxifenlei/fdzdgknr/qtwj/qtwj2021/202108/t20210819_176486.html
https://www.globaltimes.cn/page/202108/1232221.shtml
https://www.globaltimes.cn/page/202108/1232221.shtml
https://merics.org/en/briefing/data-privacy-cybersecurity-cars-2021-rd-priorities
http://www.npc.gov.cn/npc/c30834/202108/a8c4e3672c74491a80b53a172bb753fe.shtml
http://www.npc.gov.cn/npc/c30834/202108/a8c4e3672c74491a80b53a172bb753fe.shtml
https://www.reuters.com/world/china/china-passes-new-personal-data-privacy-law-take-effect-nov-1-2021-08-20/
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= August 26: The Ministry of Transport issues guidelines on the role of S&T in China’s
goal of becoming a transport superpower, calling for scientific breakthroughs in
transport equipment and the development of disruptive technology in fields such

as high speed heavy-haul freight trains (MOT notice (CN))

= August 27: The State Council releases a Five-Year Plan for employment, with a focus
on promoting high-quality employment in the manufacturing sector and vocational

skills training (State Council notice (EN); SCMP article (EN))

= August 27: The Cyberspace Administration of China (CAC) publishes draft rules re-
stricting the use of recommendation algorithms by tech companies and proposing
that users should be able to opt out of targeted content (CAC draft notice (CN);

SCMP article (EN))

= August 27: MIIT and four other ministries issue regulations encouraging the reuse
of NEV batteries, referred to as "cascade utilization," in areas such as base station
backup, energy storage, charging, etc. and promoting cooperation between NEV
producers, power battery manufacturers and cascade utilization companies (MIIT

notice (CN))

Corporate news

= August 3: Chinese battery producer Envision AESC announces plans to build a
6GWh/year battery plant near Tokyo to supply Japanese carmaker Nissan; the in-

vestment is valued at USD 458 million (SPGlobal article (EN))

= August 5: Chinese Biotech firm BeiGene announces plans to build a new R&D and
manufacturing base in New Jersey to accelerate its international expansion (Caixin

article (EN))

= August 5: Huawei releases white paper on the expansion of 5G to 5G-Advanced (or
5.5G), drawing on input from industry partners such as China Mobile, Nokia, Erics-
son, Samsung, SK Telecom and more (Huawei press release (CN); Huawei press re-

lease (EN))

= August 9: Geely Holding Group and Renault Group sign an agreement to jointly in-
troduce Renault-branded hybrid vehicles in China and sell cars based on Geely’s
Lynk & Co vehicle platforms in South Korea (Geely press release (CN); Bloomberg

article (EN))

= August 13: CATL announces it is looking to raise CNY 58.2 billion (USD 9 billion) in
a new share sale to more than double its production of electric car batteries (Sohu

article (CN); Yicai article (EN))

= August 17: A former CAC official becomes new board director of ByteDance after a
CAC-controlled investment fund buys a one percent stake of the company (Reuters

article (EN))
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https://xxgk.mot.gov.cn/2020/jigou/kjs/202108/t20210826_3616711.html
http://www.gov.cn/zhengce/content/2021-08/27/content_5633714.htm
https://www.scmp.com/news/china/politics/article/3146800/china-targets-jobs-wages-and-training-new-5-year-economic
http://www.cac.gov.cn/2021-08/27/c_1631652502874117.htm
https://www.scmp.com/tech/big-tech/article/3146680/beijing-drafts-new-rules-tame-recommendation-algorithms-latest-push
https://wap.miit.gov.cn/jgsj/jns/gzdt/art/2021/art_8a9ab954d16a47648dd7c3bb763ff411.html
https://wap.miit.gov.cn/jgsj/jns/gzdt/art/2021/art_8a9ab954d16a47648dd7c3bb763ff411.html
https://www.spglobal.com/platts/en/market-insights/latest-news/electric-power/080421-envision-aesc-to-invest-458-million-in-japan-gigafactory-to-supply-nissan-evs
https://www.caixinglobal.com/2021-08-05/biotech-firm-beigene-to-expand-in-us-with-planned-rd-manufacturing-base-101751536.html
https://www.caixinglobal.com/2021-08-05/biotech-firm-beigene-to-expand-in-us-with-planned-rd-manufacturing-base-101751536.html
https://www.huawei.com/cn/news/2021/7/china-mobile-5g-advanced-white-paper
https://www.huawei.com/en/news/2021/7/china-mobile-5g-advanced-white-paper
https://www.huawei.com/en/news/2021/7/china-mobile-5g-advanced-white-paper
http://zgh.com/media-center/news/2021-08-09/
https://www.bloomberg.com/news/articles/2021-08-09/renault-partners-with-geely-to-fill-unacceptable-void-in-china
https://www.bloomberg.com/news/articles/2021-08-09/renault-partners-with-geely-to-fill-unacceptable-void-in-china
https://www.sohu.com/a/483278363_114988
https://www.sohu.com/a/483278363_114988
https://www.yicaiglobal.com/news/catl-seeks-to-raise-usd9-billion-to-more-than-double-ev-battery-capacity
https://www.reuters.com/technology/bytedance-says-china-unit-holds-local-licences-response-media-report-2021-08-16/?mc_cid=14bf73202a&mc_eid=957fcbcac9
https://www.reuters.com/technology/bytedance-says-china-unit-holds-local-licences-response-media-report-2021-08-16/?mc_cid=14bf73202a&mc_eid=957fcbcac9
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= August 18: Baidu launches its second-generation Al chip, Kunlun 2, releases a pro-
totype “robocar” and rebrands its robotaxi app as part of its strategy to expand its
business in Al and related areas such as autonomous driving (Sina Finance article

(CN); CNBC article (EN))

= August 20: Chinese steelmakers Ansteel Group and Ben Gang sign a deal to merge
their operations; the restructuring will create the third largest producer of steel

worldwide (People’s Daily article (CN); Xinhua article (EN))

= August 23: Volvo AB acquires JMC Heavy Duty Vehicle for USD 125 million; the ac-
quisition follows China’s decision to get rid of the joint venture requirement in the
commercial vehicle sector last year (Volvo press release (CN); Volvo press release

(EN))

= August 25: Xiaomi announces that it will acquire Deepmotion, a startup that devel-
ops digital mapping technology for autonomous vehicles, as part of its expansion

into the smart cars sector (Reuters article (CN); TechNode article (EN))

= August 27: China’s largest Al firm, SenseTime Group, files plans for an initial public
offering on the Hong Kong Stock Exchange, reportedly seeking to raise USD 2 billion

(Yicai article (CN); Reuters article (EN))

= August 30: Nikkei Asia reports that Envision Group, one of the largest wind turbine
manufacturers in China, is developing a robot to offer mobile charging services for
electric vehicles, meaning the robot can automatically seek out parked cars and

charge their batteries (Nikkei Asia article (EN))
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https://finance.sina.com.cn/tech/2021-08-19/doc-ikqciyzm2294776.shtml
https://finance.sina.com.cn/tech/2021-08-19/doc-ikqciyzm2294776.shtml
https://www.cnbc.com/2021/08/18/baidu-launches-robocar-and-ai-chip-in-bid-to-diversify-business.html?utm_source=BenchmarkEmail&utm_campaign=Aug_18_2021_Email&utm_medium=email
http://finance.people.com.cn/n1/2021/0822/c1004-32202591.html
http://www.xinhuanet.com/english/2021-08/20/c_1310139460.htm
https://www.volvogroup.com/cn/news-and-media/news/2021/aug/news-0823.html
https://www.volvogroup.com/en/news-and-media/news/2021/aug/news-4046209.html
https://www.volvogroup.com/en/news-and-media/news/2021/aug/news-4046209.html
https://cn.reuters.com/article/xiaomi-selfdriving-tech-0825-wedn-idCNKBS2FQ11M
https://technode.com/2021/08/26/xiaomi-acquires-self-driving-tech-startup-deepmotion/
https://www.yicai.com/news/101156015.html
https://www.reuters.com/article/sensetime-ipo/chinas-sensetime-prepares-for-hong-kong-ipo-despite-tech-regulations-and-u-s-blacklist-idUSL1N2PZ02C
https://asia.nikkei.com/Spotlight/Environment/Climate-Change/China-wind-turbine-maker-to-launch-EV-charging-robots
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