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MAIN FINDINGS AND CONCLUSIONS

m Xi Jinping has turned national security into a key paradigm that permeates all
aspects of China’s governance. His expanding “comprehensive national security” con-
cept now comprises 16 types of security. Xi has also formalized new implementation
systems — from laws and regulations to institutions and mass mobilization campaigns.

m This new focus on keeping China safe is driven by perceptions of internal and ex-
ternal threats. It also serves as a strategy to hedge legitimacy risks and ensure contin-
ued support for the Chinese Communist Party's (CCP) rule as China shifts away from a
development-first model.

m Xi’s national security outlook builds on the legacy of previous leaders. From Mao to
Xi, China’s leaders have continuously added new types of national security, but the over-
arching mission has remained to defend the CCP’s hold on power and political stability.

m Xi’s quest for a comprehensive national security formula has reshaped China’s
policymaking. The result is a state of hyper-vigilance with wide-reaching effects on
state-society relations, China’s economic growth model and how the leadership enforces
its interests abroad.

m The all-encompassing national security mindset is increasingly locking China into
certain modes of action. By priming officials and citizens to be ever-alert to potential
threats, pragmatism has given way to ideology, heightening the risk of overreaction and
arbitrariness.

m This “securitization of everything” extends beyond Xi’s tenure and will continue
to define China’s domestic and international behavior until there is a substantial
ideological shift. This new paradigm implies clear — and new - risks and challenges for
governments, businesses and non-state actors engaging with China.

m The trend towards the “securitization of everything” will likely accelerate. However,
domestic criticism reveals it is not uncontested and party-state actors are still assessing
the risks to China’s economic development and international standing.

m Foreign actors can seek to change the party’s calculus by communicating concerns.

Targeted and coordinated responses can help raise awareness in the Chinese policy-
making apparatus and upping the cost of harmful behaviors.
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Xi sees comprehensive national security as the winning formula for regime security 6
The Chinese Communist Party is trying to contain a growing number of threats
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1. INTRODUCTION

New, wider definitions of national security are emerging in many countries. However, Chi-
na’s party and state leader Xi Jinping has turned national security into a goal in itself: his
all-encompassing view of national security has become a core element of the Chinese Com-
munist Party’s (CCP) world view and governance model. Amid rising tensions with Western
nations, complicated by Russia’s war in Ukraine and global supply chain problems, this
paradigm heightens the risk of overreactions.

Xi’s concept of “comprehensive national security” (24kEZxR% =) was officially introduced
in 2014 and now comprises 16 security arenas deemed essential to China’s development
and the party state’s survival by keeping China domestically stable and internationally
thriving. The concept is closely linked to achieving the “rejuvenation of the Chinese na-
tion” by 2049 and has been encoded in the revised Party Constitution and various party
documents and laws.!

The November 2021 “historical resolution” from the CCP Central Committee’s sixth plenum
warned of unprecedented pressures from an increasingly fraught international environment
that blends traditional and non-traditional threats.? In late 2021, the Politburo also drew
up a new National Security Strategy for 2021-2025.3 The document is not public but rein-
forces existing policies. As Xi instructed top officials of the CCP’s security and legal appa-
ratus in January 2022: all party and state organs must improve their efforts to prevent and
contain any internal and external threats to China’s national security and political system.*

The hallmark of the Xi era is the party’s potent mix between confidence and paranoia when The CCP's threat
it comes to national security. The CCP’s threat perceptions have risen, fearing that internal perceptions

and external forces may subvert its hold on power. It feels besieged by the US and Western have risen
countries, intent on containing China. However, the party state is also increasingly confi-

dent of its domestic organizational and institutional abilities, and capacity to project power

globally — strengths it believes will help it detect, contain or preempt threats before they do

substantial damage.

This confidence is driven by the CCP’s conviction that China has the more stable, superior
political model: the leadership has repeatedly contrasted “chaos in the West and order in
China”, as expressed in the initial rhetoric around China’s “victory over Covid” — even if its
“zero-Covid” policies are now causing significant economic harm.*> Nonetheless, the CCP’s
new confidence informs policy choices and helps explain China’s more aggressive conduct
in recent years.

This “securitization of everything” is not a temporary phase: Xi’s qualitative changes to Chi-
na’s national security framework are built on established concepts and institutions set up by
his predecessors. Beijing’s preoccupation with threats — real or perceived — will continue to
shape its domestic and international behavior, especially as increased geopolitical compe-
tition with the West and the CCP’s 20" party congress put cadres and officials on high alert.

This new paradigm implies clear — and new - risks and challenges for governments, busi-
nesses and non-state actors engaging with China. Governments and businesses face a
China that is more willing to accept economic costs to defend its stability and broad un-
derstanding of national security, including through economic coercion. Efforts to decrease
reliance on the West and competition in the tech sector will intensify. Foreign companies
are exposed to new legislation and political pressure.
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As Beijing becomes more assertive in enforcing its red lines, this means loss of access for
foreign journalists and other non-state actors, but also risks of hostage diplomacy cases
and sanctions.® The recent crisis around US House Speaker Nancy Pelosi’s visit to Taiwan
further highlights the risks of escalation and military conflict in the region derived from
Beijing’s approach to national security.

2. XI HAS TURNED NATIONAL SECURITY FROM POLICY GOAL INTO MODE OF
GOVERNANCE

Xi has made national security into a core component of party ideology, a state doctrine that
permeates all aspects of China’s governance. Today, national security work in China is not
only meant to avert threats but to proactively identify any potential new threats — domestic
and international — that the party must adapt to. This has spurred a rapid expansion of
what is considered a matter of national security. The expansion is not one of mission creep,
but rather takes place by design.

Building on the legacy of previous leaders, Xi has driven substantial conceptual and or-
ganizational changes, in the form of new laws and regulations, and has upgraded institu-
tions with more manpower. Even if Xi were to give way to a new generation of leaders, the
“securitization of everything” will continue to shape policy unless there is a substantial
ideological change of course.

2.1 What Xi's concept of national security entails

In response to fears of greater global and domestic instability, Xi sought a unifying theory
that combined internal and external security concerns and guided policy choices across
the board. This serves to ensure the party’s continued hold on power, but also to hedge le-
gitimacy risks at a time of slowing economic growth. Collective security, meaning a tightly
controlled but stable society, and the goal of a strong China inspiring national confidence
and international respect, have become key promises to the people.

Xi articulated the “comprehensive national security” concept in 2014.7 Originally encom-
passing 11 types of security, the set has now expanded to 16 (see Exhibit 4), adding areas
such as biosecurity and space security. The publication of Xi’s collected speeches on com-
prehensive national security in March 2018, followed by a compendium in 2022, epitomiz-
es efforts to turn the concept into party canon.?

A hierarchy of security types exists in Xi’s theoretical framework. Political security, i.e., safe-
guarding China’s party state, is the “bedrock” (¥f7%). Economic security is the “basis” (&#t).
Military, cultural and social security are the “guarantees” ({£fE) — meant to help avert dan-
ger before it materializes. New domains such as cybersecurity and maritime security are de-
scribed as urgent tasks.’ Promoting the security of China’s overseas interests is the last piece
of the puzzle. Achieving security across issue areas in turn helps uphold political security.

National security and stability are now framed as the highest political priority and precon- National security
ditions for continued economic development.'® Beijing’s vision for a new global security and stability are
order rests on the same equation. In May 2022, Xi proposed the Global Security Initia- now framed as the
tive (GSI) - closely linked to China’s 2021 Global Development Initiate (GDI) - to promote highest political
China’s “wisdom and solutions” and “solve global problems.”** While the GSI and its role priority

in the global security architecture is still taking shape, the “security” in its name implies
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Beijing’s emphasis on state sovereignty, regime stability and collective security. Described
as an extension of Xi’s comprehensive national security outlook, it may provide affiliated
states with a wide remit to justify almost any action under the banner of security, and her-
alds a further clash of international norms.

2.2 From Mao to Xi, party priorities show continuity in change

Xi Jinping’s concept of “comprehensive national security” did not emerge out of thin air.
It follows a continuous expansion that dates to the foundation of the People’s Republic of
China (PRC) in 1949 (see Exhibit 1).1? This process is one of continuity in change, as the
party gradually shifted its focus from traditional to non-traditional security. Yet the overar-
ching goal — defending the CCP’s hold on power — has been constant and rests on the core
conviction that only the CCP can return China to its rightful place in the world.

The CCP under Mao Zedong was largely preoccupied with China’s territorial and military
security. Under Deng Xiaoping and Jiang Zemin, China opened up to the world at a time of
global economic growth and industrial modernization, foregrounding issues of economic
security. The 1989 Tiananmen protests triggered a new emphasis on cultural or ideological
security, and societal security, to prevent fundamental challenges to the regime. Further
adaptations came under Hu Jintao, who introduced and prioritized ecological and resource
security, amid widespread protests over severe pollution and deficient labor protections.

Xi has significantly accelerated this trajectory. The spotlight has shifted to controlling infor-
mation flows and preempting networked resistance, as well as to ensuring China’s economic,
technological, and geopolitical leadership. Corruption and party discipline have also been
high on the agenda under Xi — both to address public loss of trust and target internal rivals
and resistance to key policies.!?

Military and territorial security have remained central but are now pivoting to defending
the PRC’s claims in the South and East China Seas, and compete with the United States
for primacy in the Indo-Pacific. “Reunification” with Taiwan — by whatever means — has
been given unprecedented urgency by linking it to the second centenary goal of achieving
China’s “national rejuvenation” by 2049.1* It signals growing intransigence in Beijing on
anything related to Taiwan’s future or status.

2.3 Xi has upgraded legal and institutional support systems

Today, the party sits atop a web of national security commissions that have been established Today, the party
or upgraded across the administration, from central to local levels (see Exhibit 2). The party sits atop a web
transmits its priorities and agenda through these commissions.'® They fulfill a coordinating of national secu-
function and ensure that nearly all state ministries, departments and government-funded rity commissions
organizations take part in safeguarding security in some way. Party organizations, too, must

help uphold national security, down to party cells in education, the private sector and civil

society. This framework keeps cadres and public officials on the lookout for potential threats.

Here, too, Xi has built on the legacy of his predecessors. In the Mao era, national security
work remained the purview of the military and the security services, while political ten-
sions and opposition were dealt with through political and mass mobilization campaigns.
Deng gave formalized roles to additional institutional actors, ranging from economic min-
istries and departments to media organizations, which were tasked with being “ideological
centers for promoting nationwide stability and unity.”*¢
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China’s leaders have continuously expanded the scope

of national security

Xi Jinping's term has seen the biggest expansion of the concept

e Korean War
(1950-1953)

e Vietnam War
(1955-1975)

¢ Sino-Soviet Split and Sino-
Soviet Border Conflict
(1956-1966, 1969)

¢ Cultural Revolution
(1966-1976)

-

Mao Zedong
1949-1976

¢ Start of reform and open-

~\ ing-up (1978)
:‘ ¢ China-Vietnam War (1979)
e Tiananmen Square protests
(1989)
o Fall of Soviet Union (1991)
o Taiwan Strait Crisis (1996)

anmen Square (1999-2001)
e NATO bombing of Chinese

embassy in Belgrade (1999)
e 9/11 attacks (2001)

e SARS outbreak (2003)

¢ Environmental and labor

= protests (~2003-~2012)

e Iraqg War (2003-2011)

¢ Global Financial Crisis
(2008)

e Urumgqi Riots (2009)

e Arab Spring (2010-2012)

¢ US Pivot to Asia (2012)

¢ Bo Xilai scandal (2012)

¢ Protests in Hong Kong
(2012-2019)

e COVID-19 pandemic
(2020-today)

¢ Russia's invasion of Ukraine
(2022-today)

Xi Jinping
2012-today

¢ Falun Gong protests on Tian-

¢ Opposition to the party
and enemies within

¢ Foreign invasion

¢ Nuclear attack

¢ Opposition to the party
and enemies within

e Foreign invasion

¢ Nuclear attack

¢ US hegemonism and
Western military
alliances

e Terrorist attacks

¢ Foreign interference

¢ Unequal economic
opportunities

e “Three evils” of terr-
rorism, separatism and
extremism

¢ Ideological weaken-
ing (political liberal
thinking)

¢ Revolution

¢ Social unrest

e Western-led coalition
to contain China

¢ Global reputational
damage

¢ Separatism (Xinjiang,
Hong Kong, Taiwan)

¢ Alternative power and
interest networks

Exhibit 1

o

LEADER KEY EVENTS PERCEIVED THREATS TYPES OF SECURITY

e Political security
e Territorial security
e Military security

e Economic security
e Cultural security

¢ Societal security

¢ Technological
security

¢ Information security
(later subsumed
under cybersecurity)

¢ Ecological security
¢ Resource security
e Nuclear security

e Cybersecurity

¢ Security of overseas
interests

e Biosecurity

e Space security

¢ Polar security

e Deep-sea security

Note: The overview only includes party leaders with direct contributions to China’s national security concept.
Dates are based on years in which leaders held key party positions, not state functions.

Source: MERICS

© MERICS
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Exhibit 2

National security commissions steer work across the party state O

China's new national security system extends from the party center to grassroots cadres

I

CENTRAL COMMITTEE OF THE CCP

General secretary: Xi Jinping

CENTRAL NATIONAL SECURITY COMMISSION (CNSC)

The CNSC has been chaired by Xi Jinping since its establishment in 2014 and coordinates national
security work across party and state organs.

Party organs: State organs:

m Secretariat, International Liaison Department, m 26 ministries and numerous other institutions
Propaganda Department, General Office, Central under the State Council, including, e.g.
Commission for Discipline Inspection (CCDI) Ministries of Defense, Foreign Affairs, State

m Central Political and Legal Affairs Commission Security, Public Security, Justice, Science and

Technology, Education, Industry and Information
Technology, Ecology and Environment, Commerce,
Finance, Civil Affairs and the National Develop-
ment and Reform Commission (NDRC)

m Central Military Commission

m other central commissions and leading small
groups covering, e.g. foreign affairs, cybersecurity,
Hong Kong, Taiwan and ethnic & religious affairs

NATIONAL SECURITY COMMISSIONS (NSC) FROM PROVINCIAL TO LOCAL LEVEL

From provinces and prefectures, to counties, cities, and down to townships and urban districts,
all regions and localities have their own NSCs that

m steer national security work of lower-level subdivisions of party and state organs
m draw up their own national security guidelines and implementation plans for their locality

NATIONAL SECURITY ACTORS AT THE GRASSROOTS GOVERNANCE LEVEL

At the grassroots governance level, national security work is done by

party committees in villages and urban communities, as well as grid management personnel,
who monitor, report and intervene

party cells and public servants in companies, civil society organizations, and research and education
institutions, who transmit policies

R BT F P LR

Source: MERICS
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In 1997, Jiang tried to establish a National Security Commission, modeled on the US Na-
tional Security Council, to coordinate across the rising number of party organs and state
agencies involved in national security work. His idea was partially rejected, resulting in a
compromise — the Central Leading Small Group (LSG) on National Security set up in 2000,
with sub-organizations at lower party-state administrative levels.’

In late 2013, Xi upgraded the LSG into the Central National Security Commission (CNSC),
the new pinnacle of China’s national security apparatus. Now at the end of his second ten-
ure, Xi not only oversees the CNSC and other commissions related to key national security
areas, but he has also successfully placed trusted cadres like Ding Xuexiang, Head of the
CNSC Office, Chen Yixin, General Secretary of the Central Political and Legal Affairs Com-
mission, and Wang Xiaohong, China’s new Minister of Public Security, in key positions.®

Xi’s push for centralization and institutionalization has been accompanied by a rapid ex-
pansion of the legal corpus, which state media refers to as a “legal Great Wall” to safe-
guard national security.’® Since 2014, a long list of national security-related laws has
been issued, most notably the National Security Law (2015), the Counter-Terrorism Law
(2015), the Counter-Espionage Law (2014), the Cyber Security Law (2016), the Foreign
NGO Management Law (2016), the National Intelligence Law (2017) and the Data Security
Law (2021). Upon instruction from Beijing, Hong Kong enacted its own all-encompassing
National Security Law (HKNSL) in 2020.

These legal stipulations share a broad and ambiguous definition of national security. Sev-
eral of these laws, notably the HKNSL and the Anti-Foreign Sanctions Law (2021), enable
China to target behavior beyond its borders. Frequent references to national and public se-
curity not only filter down into policies and regulations (see Exhibit 3), but also into public
and corporate guidelines and privacy statements.
Exhibit 3

Xi has ushered in an era of national security C)-

Over the past decade, laws, policies and regulations increasingly refer to national security

M References to national security in laws [left axis] References to national security in policies and regulations [right axis]

200 2,000

180 165 1,800

160 1,600

140 A 1,400

120 1,200

100 1,000
80 800
60 600
40 400
20 200

0 0

QQQ IR FT P FL RO LD RO

Source: MERICS PoliXi Tracer. Policies and regulations here refer to normative policy documents that make formal reference
to a law or set of laws and serve their implementation.

© MERICS
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All state and non-state actors are required to cooperate with authorities such as the Minis-
try of Public Security, the Ministry of State Security or military-affiliated intelligence forces,
in cases relating to national security. China’s security organs have extensive discretionary
powers to access data, with little or no transparency or legal recourse. By institutional de-
sign, the CCP has steering power over all security organs and the judiciary, whose work is
coordinated under the national security commissions system. No independent bodies mon-
itor their actions that citizens and enterprises could turn to if faced with undue requests for
cooperation.

2.4 Mass mobilization and education: “everyone is responsible”

The party state is taking an all-of-society approach to safeguarding national security. The The party state is
National Security Law states that “everyone is responsible for national security,” a decree taking an all-of-

echoed across laws, guidelines and public education campaigns — such as China’s annual society approach
“National Security Education Day” on April 15.2° All citizens, corporates and civil society to safeguarding
are expected to proactively monitor and report potential security threats. A national securi- national security

ty hotline was set up by China's Ministry of State Security in June 2022, offering up to CNY
100,000 for information.?!

The concept of “comprehensive national security” is firmly embedded in political and
public communication, education and scholarly discourse. It is set to influence the future
thinking of decision makers, thought leaders and the public. National security is now pro-
moted as a cross-disciplinary field of study, with new specialized research centers, pro-
grams and funds. In 2021, for example, the Research Center for Comprehensive National
Security was established at the China Institutes of Contemporary International Relations
(CICIR), a prominent research institute linked to the Ministry of State Security (MSS). CICIR
has also released a series of publications on the topic, and its president Yuan Peng has held
multiple lectures and trainings for leading cadres at different government levels.??

To future-proof the party state against domestic resistance, the leadership places a strong
focus on inoculating China’s next generation against harmful influences. A roadmap to
integrate national security in curricula was released in 2020. It beefed up post-1989 pa-
triotic education by establishing national security-related content as a gradable compe-
tency across different subject syllabi. From elementary school onwards, students should
learn to place China’s interests above their own and to defend their country. University
students should have fully internalized what comprehensive national security means to
inspire self-motivated actions.?* The defensive reflexes this creates are already playing out
in university campuses globally.
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Exhibit 4

Comprehensive national security checklist O-

Imagine you are a Chinese cadre or official. Your task is to comprehensively safeguard national security.
Consider each type of security and apply them in your area of competence.

Political security
BiaRe

Maintain regime stability
and party supremacy

e
O ) =
Territorial security Military security Economic security Cultural security
Btz FEELe BHRRE Xit&E
Protect borders and Defend against military Protect economic stability ~ Prevent harmful ideolo-
territorial integrity and attacks, prevail in conflicts and development gies and thinking in soci-
sovereignty or wars opportunities; ensure ety, especially infiltration
economic sovereignty of Western values
Societal security Tech security Cybersecurity Ecological security
Htee Bize WEZe Hex5Le
Maintain public security Develop science and Defend against cyber- Protect the health and
and societal control; tech capabilities; prevent attacks and espionage; integrity of ecosystems;
contain and prevent external challenges; maintain information prevent large-scale pollu-
protests or unsanctioned establish control over control and ensure cyber tion and ecological crises
collective action new technologies sovereignty
Resource security Nuclear security Biosecurity Space security
RFRE BmeE e N
Preserve access to Ensure normal operation Protect against biological Maintain access to outer
natural resources of nuclear facilities and risks and threats, includ- space; protect space
necessary for survival prevent accidents; control ing bioterrorism program and space-based
and development radioactive pollution and epidemics assets
o @ @
N\
Polar security Deep-sea security Security of
Rithe RERE overseas interests
Maintain access to the Maintain access to BT RE
polar regions; defend abil- seabed; defend ability to  Protect citizens and assets
ity to conduct research conduct research and abroad; guarantee access
and exploration; protect exploration; protect to trade routes, resources,
assets assets maritime chokepoints

© MERICS

Source: MERICS
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3. ARENAS OF CHANGE: WHEN THE NATIONAL SECURITY STATE GOES INTO
OVERDRIVE

The current leadership sees a growing number of issues and policy areas through a national
security prism. Increasingly, the party state takes any perceived domestic resistance, or any
international action affecting China’s overseas interests and image, as infringing its bottom
line. Anti-foreign rhetoric is proliferating. Multiple issues are now framed as attempts by
external actors — primarily the United States or wider West — to subvert the CCP and hinder
China’s return to its rightful place in the world.

In this securitized environment, seemingly minor actions or statements may trigger harsh
reactions from China’s officials, businesses or even individuals, even without direct orders
from Beijing. While other top-down policy initiatives have led to inertia in the system, the
national security imperative has led to over-implementation as lower-ranking officials fear
overlooking a potentially existential threat. The result is a state of hyper-vigilance, with
wide-reaching effects.

3.1 The "security first” paradigm has reshaped state-society relations

Under Xi, the party state has gone into overdrive to contain and preempt networked resistance
to the regime. This thinking was already encapsulated in the internal party “Document No. 9,”
issued in 2013, which targeted universal values and Western-style civil society, press freedom,
and separation of powers. Xi’s statements on ideological and cultural security focus predomi-
nantly on the need to guard against Western values, which might trigger color revolutions and
destabilize China.?* Legislation now restricts international engagement of China’s civil society
and has put international NGOs in China under supervision by public security agencies.

The CCP leadership is particularly wary of sources of shared identity outside the nation
and the party, which might give rise to collective action. In recent years, the party state has
initiated repeated crackdowns against groups bound by ethnicity, language, religion, or
common causes, especially those with multiple such “indicators” of potential threats.

Harsh repression in Xinjiang is the prime example, as Uyghurs and other minorities there
share distinct languages, culture, faith, and have called for more autonomy in the past.
Triggered by three terrorist attacks in the early years of Xi’s tenure, large segments of the
region’s minority population have been affected by arbitrary detention, digital and physical
surveillance, and forced cultural assimilation since 2016.%°

The same logic is visible in repeated crackdowns and arrests of activists and advocacy
groups working on issues as varied as labor, consumer, or LGBTQI+ rights. Nationalist an-
ti-foreign sentiment provides a vehicle to delegitimize unwelcome causes: from calls to “lie
flat” and refuse China’s hyper-competitive society, to the Hong Kong protests and feminist
activism. What has emerged is a reflexive effort to designate many phenomena as Western
plots to destabilize China.

Beijing sees individual identification with the party and country as fundamental to long- Beijing sees indi-
term security. Recent campaigns have focused on promoting a unified national identity vidual identification
(ElZiAE) and “correct” mainstream values. Xi has called for a comprehensive national with the party and
security outlook in religious affairs to ensure that religious organs promote CCP core values country as funda-
and policies. Minority languages have been marginalized in public education and partly mental to longterm
restricted from use online. All Chinese are meant to be “one heart and soul” under the ban- security
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ner of a Chinese nation (F14£EJ%) and the leadership of the CCP.2¢ Those who resist may be
subject to re-education — a potentially necessary step to clean Taiwan of “extremists and
separatists” after reunification according to a PRC diplomat.?”

Fear of networked resistance has also driven the expansion of China’s surveillance state. To
establish a “peaceful China” (FZ[H), the government seeks to create smart- and safe-cit-
ies and communities. This includes concerted efforts to leverage new digital technologies to
monitor target groups and pre-emptively detect risks to public order and the party. As part
of the so-called grid management system (M#&{LEIE), grassroots party personnel are made
responsible for a designated number of individuals, to monitor threats and mitigate issues
where possible.?® These “boots on the ground” have been at the frontline of the party’s
Covid response — even if current outbreaks in 2022 test their limits.

Building on the Great Firewall and other internet controls advanced by Hu Jintao, the cur-
rent leadership has also invested heavily in controlling online spaces. The ramped-up capa-
bilities were on display early in the pandemic when the death of whistle-blower Dr. Li Wen-
liang sparked mass calls for free speech, and later again during criticism of harsh pandemic
policies. Whereas in the early 2010s, public incidents and scandals were often followed by
weeks of critical discussion, now online spaces are quickly censored and flooded by mes-
sages supportive of the party within hours.

Hong Kong: Comprehensive national security

Political security
In Beijing’s eyes, the sustained public protests BaZe
in 2014 and 2019, the landslide victory of the N .
; i o Q Territorial security
pan-democratic camp in 2019 and weak identifi- +tze
cation with the PRC were a threat to territorial and )
political security. In 2020, the Hong Kong National 5E] gf{ﬂgg security

Security Law imposed Beijing’s understanding
of national security, changing the fabric of Hong
Kong’s political and legal system.

The last two years show how strongly concerns over “political and ideological secu-
rity” feature in the law and related policies. Specialized national security sections
have been formed in the police and judiciary. Mainland security forces can now
operate in Hong Kong. New legislation requires all candidates in future Hong Kong
elections to be “patriotic.”

Arrests and legal proceedings have targeted media outlets, civil society organiza-
tions and activities for a large range of non-violent acts. Public commemoration of
the Tiananmen protests has been curtailed, and curricula revised to educate pupils
about national security. Repression is set to intensify. Hong Kong’s new Chief Execu-
tive John Lee has already announced additional legislation.
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3.2 The quest for security has redefined China’'s economic growth model

Economic development has been a key source of domestic legitimacy for the CCP and the
basis of China’s growing international clout. From Deng to Hu, leaders clearly prioritized
development. But Xi has changed the calculus. The new mantra is “integration of develop-
ment and security” (& kR 1% <), as endorsed in policy documents since late 2019 and
in the current 14" Five-Year Plan (2021-25).?° In theory this signals equality; in reality it
favors security.

Against the backdrop of Sino-US trade frictions and Western investment and market restric-
tions, including against Chinese telecommunication companies, Beijing has become more
assertive in controlling its champions at home and defending them abroad. The shifting
mindset is also visible in Xi’s 2020 overarching policy agenda of “dual circulation.” Its
aims are to safeguard economic security by improving China’s socialist market economy
while profiting from the benefits of globalization wherever possible.

The leadership is well-aware that China is entering an era of slower economic growth and
seeks to ensure China’s technological self-sufficiency and increase the party state’s steer-
ing capacity over the economy. Since 2020, government organs have carried out waves of
private sector regulation to discipline companies, align their actions with party priorities,
strengthen party influence and prevent the formation of power bases outside the CCP.

The leadership seeks to channel resources and innovation based on national security pri-
orities, given the links between economic, technological, cyber- and military security. Civ-
il-military fusion efforts are prominent in Beijing’s plans to leverage emerging technologies
to “leapfrog” the United States, its main strategic competitor. Informatization and innova-
tion are pushed forward through top-down policy plans.?® Within these efforts, data is both
a central “factor of production” and vital to political control. Laws and policies on cyber-,
data- and information-security aim to ensure important data and IP is stored locally, acces-
sible to China’s security watchdogs and protected from unwanted foreign insights.

But safeguarding stability and self-sufficiency - be it food, resource, financial or technolog-
ical security — is easier said than done. Challenges in 2022 have ranged from the econom-
ic fallout of zero-Covid policies and extreme weather, to real estate slowdowns and local
financial risks — with considerable implications for employment and people’s livelihoods.

This explains why reorienting global engagement and opening new markets — supported by
Xi’s flagship Belt and Road Initiative (BRI) — has been high on the policy agenda. After US
sanctions, securing China’s supply chains became a top priority.3! From semiconductors to
rare earth and soy imports, China, too, is pursuing diversification and new economic ties
with developing countries.

For private companies, national security looms everywhere in this new era. Bureaucracies For private com-
are required to consider national security at every layer of decision-making. Consent can panies, national
be withdrawn after initial clearance of business activities. Foreign companies face addi- security looms
tional risks, as Beijing is expanding its retaliatory toolkit to protect China’s ever widening everywhere in
core interests. Multiple laws and regulations now have explicit clauses allowing “reciprocal this new era
measures” when state and corporate actions endanger China’s “sovereignty, security or de-

velopment interests.”3?
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China’s government is also increasingly using “informal” economic coercion to safeguard
its red lines, such as in the case of its sustained economic pressure campaign against Lith-
uania after they allowed a Taiwan Representative Office in the country. Other methods in-
clude state-amplified boycott campaigns against individual companies — such as H&M over
statements on sourcing from Xinjiang.3?

The party exerts dominance over the private

sector — accepting significant economic costs TYPE OF SECURITY
Economic security

The waves of regulatory action against major Chi- RiFied

nese companies have obliterated more than USD one .

trillion in stock value. One of the most prominent @ Tech security

rillion in stock value. One of the most prominen Riee

examples was the regulators’ willingness to derail .

a major IPO with an investigation into cross-border @ Cyb'elsecurlty
gL e

data security at China’s ride-hailing giant Didi, just
days after its USD 4.4 billion New York listing in
mid-2021. New rules on data transfer followed.?*

Concerns over what can be peeked into from abroad have been an underlying con-
cern in a series of cases. Chinese companies, including state-owned enterprises, are
under pressure to delist from US stock exchanges over data provision and auditing
requirements, although negotiations are under way. A security review of information
shared by China’s biggest scientific publication platform, CNKI, in mid-2022 is
another case in point.3*

3.3 The securitization of policymaking fuels greater assertiveness abroad

As the world “undergoes changes unseen in a century”, the party state has stepped up
efforts to shape the international environment. Securing China’s interests overseas and its
position in the world has become a key objective of China’s national security work. Chi-
na’s national security state once largely remained within China’s borders, but now is ex-
panding internationally. China’s military build-up and modernization, its more assertive
foreign policy, and efforts to control China-related narratives and policies internationally
are meant to help Beijing achieve these goals. As almost everything has become a matter of
national security, a wide range of behaviors now warrant a tougher response, regardless of
its impact on bilateral ties or economic costs.

Multiple recent events have raised Beijing’s threat perceptions; from the emergence of a US-
led coalition to confront China in the Indo-Pacific to the West’s united response to Russia’s
invasion of Ukraine. The CCP’s self-styled image as a responsible global power is jeopar-
dized by investigations into human rights violations in Xinjiang and Hong Kong. Reports
about the social and economic costs of Beijing’s zero-Covid policy undermine claims of
systemic superiority.
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Beijing's response to Russia’s invasion
demonstrates party priorities TYPE OF SECURITY

Political security
Beijing’s position on Russia’s invasion of Ukraine BiaZs
has been largely pro-Moscow since the war began

Cultural securit
on February 24, despite claims of neutrality. A few IE_EI y

X
dominant themes have emerged: China supports )
Russia’s “legitimate security demands” and opposes Security O.f
. hina h lled for th . overseas interests
sanctions. China has called for the sovereignty and ORI e

territorial integrity of “all countries” to be respected

but has avoided expressing support for Ukraine.

China has identified NATO enlargement and US

“hyping of tensions” among the main causes of this crisis.

Even though most Chinese firms have striven to be compliant and avoid secondary
sanctions, this official position has damaged China’s relations with the US and Eu-
rope and worsened public perceptions of China.

Xi’s hierarchy of security interests is on view in Beijing’s decision to stand by Mos-
cow where it does not directly threaten China’s strategic interests. China’s leader-
ship is willing to accept economic and reputational costs, because: (1) the West is
seen as the biggest threat to China’s political security, hence US-China competition
must remain the critical reference point for any action, (2) the war in Ukraine can
be leveraged domestically and globally to push anti-Western narratives, (3) allowing
Putin’s regime to fall would set a dangerous precedent for the CCP.

These developments have led to a shift in focus. Beijing increasingly views international
relations through the lens of geopolitical competition with the United States. To “win,” the
CCP leadership’s favors a two-pronged approach — to weaken the global reach of liberal de-
mocracies, and expand China’s. It applies incentives to woo support, largely in the Global
South, and tough actions toward Western countries in the name of national security. As a
Chinese Foreign Ministry spokesperson said: “For our friends, we have fine wine. Jackals or
wolves, we welcome with shotguns.”3¢

Beijing’s “friends” are courted through the BRI, and newer initiatives like the GDI or the
GSI, the latter a clear attempt to secure buy-in for Beijing’s state-centered approach to secu-
rity. China is neither willing nor able to replace the US as a global security provider, but Bei-
jing’s ability to promote its policy approaches by leveraging its economic weight and global
dissatisfaction with the West should not be underestimated. It has succeeded in exporting
its concept of the “three evils” of terrorism, separatism, and extremism through the Shang-
hai Cooperation Organization, and in shoring up support at the UN for its Xinjiang policies.

Western countries tend to be the main targets of forceful actions to enforce China’s red lines
and interests, reflected in the shifting tone of China’s “wolf warrior” diplomats. The grow-
ing willingness to forcefully control narratives and behavior abroad was evident in the dis-
proportionate sanctions on European individuals and entities in March 2021, in reaction
to targeted EU sanctions for human rights abuses in Xinjiang. Beijing’s response to Pelosi’s
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visit to Taiwan in August 2022 is another case in point. China’s aggressive warnings proved
counterproductive in deterring the visit; the ensuing cancelation of dialogues with the US
on topics ranging from defense to climate change severely limited remaining cooperation
on urgent global issues.?”

Despite their reputational and occasional economic impact, these apparent overreactions
are likely to remain par for the course in China’s international relations. A new retaliatory
toolkit to support the extraterritorial application of Chinese laws is being drawn up. In
March 2022, Li Zhanshu, chairman of the Standing Committee of the National People’s
Congress (NPC), said one of the year’s legislative priorities would be a “more complete sys-
tem of laws and regulations related to foreign affairs” to “safeguard national security.”3®

4. CHINA'S APPROACH DIFFERS FROM OTHER COUNTRIES — AND COMES AT A COST

China is far from alone in the securitization of multiple policy fields. The trend has been
evident in the United States and Europe too, especially since terrorist attacks in the early
2000s. Furthermore, it encompasses new policy fields — from climate to emerging technol-
ogies, supply chains and demographics. Public international law permits divergence from
treaties under national and public security exceptions, whether trade agreements, WTO
standards or human rights treaties. But China’s approach threatens to make the exception
the rule - with significant internal and external implications.

4.1 What sets China’s approach apart

At first glance, the expansion of China’s national security concept seems to fit within global
trends. But where constitutional and public oversight have repeatedly set boundaries or
triggered course corrections for recent US and European expansions of national security,
China’s rapid securitization across policy fields highlights a number of key differences in
approaches:

m China’s view of national security is firmly integrated into party ideology. Safeguarding
the CCP is a core component, hence the emphasis on containing domestic dissent and
international criticism.

m China uses a broad and highly ambiguous definition of national security, often conflated China uses a broad
with broader national and development interests. Mobilization efforts put officials and and highly ambig-
citizens in a state of eternal defensiveness and have a strong anti-foreign tone. uous definition of

national security

m China’s security organs have a wide remit and substantial resources, transforming China
into a security state. State and non-state actors lack meaningful legal recourse to deny
cooperation or challenge actions against them. There have been no constitutional limita-
tions or institutionalized oversight.

m Beijing is increasingly codifying state powers and has shown a willingness to disregard

international treaties and domestic legislation in the name of national security, especial-
ly in the field of human rights.
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4.2 China’s pursuit of absolute security sparks internal criticism

There are costs to the party’s increasing focus on national security above all else. Especially
in the international arena, it often gives rise to conflicting goals and has impeded coopera-
tion beneficial to China’s development interests. While Xi Jinping calls for a more “lovable
China” that is internationally respected, its harsher language, rights abuses and economic
coercion have prompted a re-evaluation of the relationship in Europe. Wide-reaching na-
tional security legislation has also raised significant distrust in Chinese technology and
communications companies.

The current course has drawn criticism from prominent voices inside China, though so
far only from outside the government. Zhang Baijia, a former deputy director of the Par-
ty History Research Centre has said “if we magnify national security too much, it will be
practically impossible for us to remain open to the outside world.”*° In a recent article, Jia
Qingguo, former dean of Peking University’s School of International Studies and leading
international relations expert, warned that China should follow a “principle of modera-
tion,” as the quest for absolute security will damage China’s ability to pursue broader in-
terests and values.*®

Some of the longer-term dangers of Beijing’s current course have also been outlined by
Tsinghua University professor Yan Xuetong. He fears the next generation of citizens and
decision-makers is likely to be overconfident and stuck in a make-believe mindset about
China’s ability to achieve its foreign policy goals, raising the risk of misguided policy choic-
es. An overconfident Generation Z in China, he argued, thinks that “only China is just and
innocent, while other countries, especially Western countries, are evil.”*

5. CONCLUSION: EUROPEAN ACTORS NEED TO DEVELOP RESPONSES TO CHINA'S
“"SECURITIZATION OF EVERYTHING"

Under Xi, the comprehensive national security concept has turned into a guiding principle
of policymaking. It is seen as a “powerful ideological weapon” (38 kXE48E:28) under con-
stant development to respond to new threats, real or perceived.*?

The party state’s current behavior is not a temporary tightening, nor a bug in the system, The “securitization
as can be seen from the long evolution of national security work. The “securitization of of everything” will
everything” is here to stay and will likely accelerate. The CCP believes threats are at an all- likely accelerate
time high and that China’s ability to maintain national security is still insufficient. Despite

gaining confidence in China’s power and capabilities, it feels the need to be “prepared for

the unexpected” (LB EiR) and “vigilant in peacetime” (BZLEE).*?

This all-encompassing national security mindset is increasingly locking China into certain
modes of action. By priming officials and citizens alike to be on the constant lookout for
potential new threats, and thus increasing the risks of overreactions and arbitrariness,
pragmatism has given way to ideology. No amount of engagement or cajoling will lead to
Beijing shifting away from this security-focused, illiberal trajectory, short of major internal
rethinking and reforms.

Domestic criticism reveals, however, that this approach is not uncontested. Not everybody

is an ardent defender of the concept, and many may want to maintain China’s room for
action.
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Party-state actors are still assessing the costs to China’s economic development and inter-
national standing. Foreign actors can seek to change the party’s calculations by communi-
cating concerns and raising the costs for harmful behaviors through coordinated, targeted
responses.

State and public sector actors in Europe

m Track the evolution of China’s national security framework and related policies. Seek
input from companies, academia and civil society about specific impacts on engagement
with China. This can help predict future areas of securitization, identify triggers for re-
taliation and prepare responses.

m A key pattern of Beijing’s behavior is making an example of smaller countries and actors
to deter others. Avoid acquiescing to pressure tactics, especially where immediate harm
seems low, as this incentivizes similar behavior. Build up resources and networks for
mutual support to help resist China’s demands and mitigate economic losses.

m Ensure negative international impact registers in Beijing. Raise your dissatisfaction
about specific actions, e.g., cases of disproportionate retaliation, with Chinese counter-
parts repeatedly and at the highest possible level. Be direct about the loss of trust and
impact on longer term engagement. Whenever possible, speak out publicly.

m Communicate your country’s interests, principles and red lines clearly. Strengthen com-
munication to global stakeholders and make clear where Europe’s values, practices and
legal safeguards differ from Beijing’s illiberal approach to security.

Companies

m Understand that underlying parameters of doing business in China have changed and
prepare strategies to deal with new uncertainties. Companies may face national security
investigations, market restrictions, consumer boycotts, and fallout from broader eco-
nomic coercion measures, even when they have been legally compliant in China.

m Undertake regular risk assessments of exposure to national security clauses and con-
cerns. Risks differ across industries, depending on China’s level of self-reliance. Beijing’s
focus and calculus may shift as China becomes more economically and technologically
independent.

m Use official contacts and foreign business associations to tell Chinese counterparts how
this approach affects your company or industry, repeatedly and at the highest possible
level. Be direct about the degree of uncertainty and specific challenges this creates, and
how this impacts long-term investment and business considerations.

m Build up networks between companies and develop strategies that will help you collec-

tively voice concerns and resist China’s demands in case of conflict. Prepare for scenari-
os that allow you to quickly diversify your business and supply chain links.
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Academia and civil society

m Be aware that China’s engagement in international research cooperation is also driven
by security goals, such as technological leadership. Establish due diligence procedures
to ensure research outcomes are equitably shared and do not inadvertently support Chi-
na’s growing public security and military sector.

m Understand that how China is researched and discussed abroad has become a target for
Chinese state criticism and action, including through online campaigns, denial of access
and sanctions. Build up resources and networks for mutual support to track incidents,
discuss response strategies, and prevent self-censorship.

m Some areas for exchange and cooperation, especially related to civil society, rights and
independent academia and media have been irrevocably tightened. Work can and should
be focused on engaging Chinese actors internationally to keep lines of communication
open.
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