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GREATER RISKS, GREATER CONFIDENCE: CHINA’S NEW 
NATIONAL SECURITY WHITE PAPER 

Helena Legarda, Katja Drinhausen 

China is a beacon of stability in uncertain times when the world is at a crossroads, facing 
multiple geopolitical pressure points and conflicts: this is the overarching theme of 
Beijing’s first white paper on national security. It was released in mid-May with great 
media fanfare to show the importance China’s leaders give the topic, and is titled “China’s 
National Security in the New Era”.  

According to the white paper, China’s national security situation remains stable – a 
success credited to the concept of comprehensive national security coined by party and 
state leader Xi Jinping. The concept was introduced in 2014 and has since grown to 
encompass 20 areas of security (see exhibit 1). Its study is required at all levels of the 
party and state administration, and it guides policy choices across the board.  

The framework tasks Chinese officials with responding to existing threats, and with 
proactively identifying and tackling new dangers, using all the tools at their disposal. Its 
impact was visible in recent suggestions that China might use the Anti-Foreign Sanctions 
Law against companies that enforce US sanctions on Huawei and so could be viewed as 
threatening China’s economic growth. National security was also referenced in China’s 
imposition of new rare earth export restrictions. 

The white paper showcases the changes that have taken place in Beijing’s 
conceptualization of national security and in its threat perceptions over the last few years: 

 The international environment is now the source of some of China’s biggest challenges 
as relations with the United States and other Western nations are deteriorating. 

 China’s economic slowdown and its potential impact on social (and political) stability 
is a matter of concern for the Chinese Communist Party (CCP). 

 New technologies and related areas, such as data, have become firmly securitized. 

 The national security system is set for further expansion, with new laws, policies and 
coordination mechanisms to be launched. 

Despite these growing challenges, the paper’s consistent theme is confidence in China’s 
path and in its ability to weather the storm. Released in the final year of the current (non-
public) five-year National Security Strategy (2021-2025), it gives good marks for 
achievement and tells cadres what comes next. It sets the path to continue China’s “dual 
miracle” of sustained growth and political stability.  
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Exhibit 1 
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The international sphere comes to the fore 

A large introductory section is dedicated to the international environment, and the topic 
also features prominently throughout. Hegemonism, Cold War mentality, populism, 
decoupling and tariffs are some key threats that the paper identifies, and many of these 
problems point to the United States as the main culprit. The United States, and also the 
West as a whole, is described as responsible for attempts to contain China, to interfere in 
its internal affairs – by promoting universal values and separatism in Xinjiang, Tibet, Hong 
Kong and Taiwan – and to cause instability in China’s neighborhood.  

Current dynamics in the Asia-Pacific region receive a separate section in the paper, one 
that spotlights how much Beijing worries about Washington strengthening its presence 
and regional alliances. The relative stability in the region is attributed to China’s 
constructive role – even if its neighbors may beg to differ.  

 
Beijing will respond to the multiple regional and global challenges 
by going on the offensive to defend China’s interests. 

The paper makes clear Beijing will respond to these multiple regional and global 
challenges by going on the offensive to defend China’s interests. China must move beyond 
preparedness, fight, and turn crisis into opportunity, it says. The party does not see the 
global arena solely as a source of risks. The Trump administration’s use of tariffs, and 
alienation of its allies and partners, has brought opportunities for Beijing to claim the 
moral high ground and elaborate on its role as a force for peace and stability.  

Presenting China as a more responsible power and the founder of an international 
community of “common security”, the paper suggests Beijing will try to leverage the 
brewing dissatisfaction with the United States to build its own partnerships, especially in 
the Global South, and to weaken US alliances, particularly in Europe and the Indo-Pacific. 
However, the paper’s rhetorical gymnastics, in places, throw Beijing’s self-styled image as 
a force for peace into question. For example, it talks up China’s partnership with Russia, 
while simultaneously praising China’s own efforts for peace in Ukraine. 

Securing development by all means necessary 

The need for a favorable international environment and a more heavy-handed defense of 
China’s interests has domestic roots. As the white paper states: “not developing is the 
biggest threat” to China’s national security. This highlights the continued importance of 
economic growth as the foundation of the PRC’s global geopolitical power and domestic 
stability. 

Economic resilience is front and center for Beijing, especially at a time when it is facing 
market restrictions abroad. The leadership wants to maximize market access abroad and 
protect China’s domestic market and manufacturing base to secure jobs and incomes. This 
is sorely needed to boost the private economy and domestic consumption as pillars of 
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economic stability. The party also clearly perceives the need to provide enough welfare to 
keep China’s citizens sufficiently content to support its grand national ambitions. 
Expanding the ability to protect social stability through policing is also regarded as a key 
task in a time of transformation. 

In response to these domestic imperatives, the white paper reflects a growing 
securitization of China’s economic and development interests, despite repeated pledges 
to maintain a balanced relationship between development and security. The four red lines 
that President Xi communicated to former US President Joe Biden in late 2024 are 
reiterated: the Taiwan question; China’s approach to democracy and human rights; 
China's path and political system, and China's development interests (发展利益). The 
phrasing of “national sovereignty, security and development interests”, first introduced 
by former CCP leader Hu Jintao in 2007, has become a staple of speeches, policy plans and 
legislation under Xi. Safeguarding China’s development interests also features as a goal in 
multiple measures linked to economic security, such as the Anti-Foreign Sanctions Law 
and China’s recent Unreliable Entity List. 

 
The paper reflects a growing securitization of China’s economic 
and development interests. 

Ensuring the international community gives China space and opportunities to fulfil its 
development needs has become a matter of growing importance. The paramount concern 
is to protect China’s market and fiercely defend its strategic and trade interests abroad, 
despite language committing to open China’s economy further. As Xi said in a much-
quoted speech in July 2023: “If we seek development through struggle, we will develop 
and prosper; if we seek development through weakness and concession, we will decline.” 

Security priorities are shifting 

This paper shows that changes have taken place in Beijing’s understanding of security and 
its threat hierarchy. Political security, i.e., safeguarding the CCP and China’s political 
system, remains non-negotiable at the top of the list of security categories within the 
comprehensive national security concept. Protecting the party is the key to achieving 
Chinese-style modernization, national rejuvenation and unity, the paper says.  

By looking at the rest of the 20 types of security, Beijing’s current priorities start to 
become apparent. Four new security types – financial security, food security, AI security 
and data security – have been added to the roster since 2022. While the paper does 
mention other issues to watch, such as supply chain and energy security, climate, or the 
domestic economy, these additions show that China’s leadership is particularly worried 
about the financial stability of markets and fiscal income, being able to meet the basic 
needs of its population, and becoming technologically self-reliant. Amid the ongoing trade 
and tech war with the United States, all of these are now matters of national security, and 
any actions deemed to threaten them will warrant tougher responses.  
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Protecting the security of China’s overseas interests, a pre-existing security area,  has been 
upgraded, moving a few spaces up from the end of the list. Most likely, it has been elevated 
in response to Beijing’s growing concerns about the international environment, as well as 
reflecting Beijing’s need to secure international opportunities for development.  

The national security system is set to expand further 

The white paper is the latest step in a long-running process of securitization that has 
accelerated since Xi Jinping took office. Earlier statements on China’s comprehensive 
national security reflected rising risk perceptions in Beijing, but the tone has changed. The 
paper shows the leadership remains convinced it has chosen the right path – or at least it 
is projecting a high degree of confidence – and that it is ready to use current geopolitical 
uncertainty to advance its strategic interests and boost its global standing.  

The white paper strikes a firm yet optimistic tone, boosted by China’s perceived victory in 
the recent tariff spat with the United States. The paper suggests that going forward, Beijing 
will follow a similar playbook: it will be less willing to compromise and will instead seek 
to expand its extraterritorial toolkit in order to stand firm and hit back against perceived 
attacks on areas within Beijing’s broad perception of national security. The international 
environment may have become more difficult and riskier for China, the white paper 
argues, but this time the country is better prepared and ready to struggle. 

 
International actors should expect to encounter a more 
uncompromising Beijing. 

To do this successfully, however, China’s “national security system” will have to be 
expanded. With a whole section dedicated to this issue and covering both governance and 
capabilities, the paper reiterates that the CCP needs to have leadership over everything 
pertaining to national security. It also shines a light on the next stage of implementation, 
by expanding the body of laws, strategies and policies related to national security. It also 
calls for improving prevention, foresight and rapid response mechanisms.  

The buildup of laws that have an extraterritorial effect and the promotion of China’s Global 
Security Initiative – which is now described as the “world chapter” (世界篇) of the 
comprehensive national security concept – will likely have notable effects on China’s 
international behavior and engagements. International actors should expect to encounter 
a more uncompromising Beijing that is increasingly willing and able to enforce its red 
lines overseas, in defense of its broad national security interests. 
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TOP CHINA RISKS 2025 

 

We continue to identify shifts in the likelihood or probable impact of some of the 2025 top 
China risks identified by MERICS in late 2024. The second Trump administration’s foreign 
and economic policies are reshaping geopolitical dynamics, increasing tensions with both 
China and Europe, and leading to greater global uncertainty. Beijing’s doubling down on 
its partnership with Russia, and on securitizing a growing number of policy fields, 
exacerbates risks for Europe and other international actors. Furthermore, if US tariffs 
trigger the diversion of Chinese exports, there could be an impact on the EU’s economic 
security and industrial base. Below, we outline some key developments that have altered 
our risk assessments.  

 

  The United States’ new China and Europe policies  

Europe’s unity and de-risking agenda on China is at risk from hedging strategies 

One of the biggest risks for Europe’s China policy this year is the geopolitical and 
geoeconomic shifts triggered by the Trump administration. Washington’s tariffs, its 
attempts at a rapprochement with Russia, and the signals it may reduce US security 
commitments to Europe are all contributing to a loss of trust in the reliability of the United 
States as a partner and making transatlantic cooperation on China and other issues 
harder. 

China, meanwhile, is launching a charm offensive towards Europe. So far, Beijing has 
limited itself to symbolic moves, like the unilateral lifting of sanctions on sitting members 
of the European Parliament (MEPs), and a rhetorical emphasis on Europe and China as 
partners in defending free trade and the global order, in contrast to US unilateralism. 
Success has been limited. But Beijing’s narrative might find a more receptive audience as 
concerns over a transatlantic trade war grow.  

A grand rebalancing towards China remains a highly unlikely proposition. Member states 
and EU institutions share a baseline awareness of the risks China poses to Europe’s 

https://www.europarl.europa.eu/news/en/press-room/20250430IPR28167/china-lifts-sanctions-against-meps
https://www.fmprc.gov.cn/mfa_eng/xw/zyxw/202504/t20250411_11593363.html
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security and long-term prosperity. However, it is possible that a hedging strategy could 
take hold in some capitals, likely involving some economic reengagement with China to 
alleviate the pain of US tariffs and a fresh attempt to seek ways to cooperate with China 
on global issues.  

Any such position is likely to prove unsustainable in the long run. Beijing shows no signs 
of changing its economic model, its Europe policy or its relationship with Russia. The risks 
and frustrations that most concern Europe today would therefore reemerge. In the 
meantime, this approach would complicate or jeopardize the EU’s de-risking and 
economic security strategies and its ability to pursue a united approach to China. Europe 
needs to better define its own interests and its core asks of China, and start getting used 
to conducting a more independent, hard-nosed and perhaps even transactional foreign 
policy if it wants to defend its own interests amid rising global geopolitical competition. 

 

  China’s overcapacity problem 

The trade war and the risk of a bigger wave of Chinese exports challenges 
European industry 

Beijing’s campaigns promoting self-reliance and supply-side reforms continue to drive 
capital into already overinvested industrial sectors, creating overcapacities and 
overproduction that China’s domestic market cannot absorb. This has exacerbated China’s 
wildly unbalanced trade. European markets are likely to bear the brunt of China exporting 
more and importing less as the United States and other markets raise more barriers to 
Chinese imports. 

This current wave of overcapacity is no longer limited to a few sectors dominated by 
Chinese state-owned enterprises (SOEs). It involves a wider range of industries and 
private firms and SOEs alike. Areas where overcapacity is most likely to emerge are 
squarely within the “real economy”. The indicators are flashing red in the most 
strategically relevant and prioritized sectors, many of them mapped out in Beijing’s Made 
in China 2025 strategy. Our internal projections have found the following sectors display 
the commonest policy and market drivers and indicators of emerging overcapacity: 

 Sectors most likely to see overcapacity emerge in the short term: legacy 
semiconductors, low to mid-range industrial machinery and components, IT 
equipment, low to mid-range medical devices, and pharmaceuticals. 

 Sectors most likely to see overcapacity in the medium to long term: electrolyzers, 
advanced medical devices, advanced industrial machinery and components, and 
new materials. 

While the US-China trade war is in ceasefire-mode at the time of writing, extant US tariffs 
and the possibility of escalation could pile pressure on the EU as the makers of Chinese 
goods meant for US consumers will need to find alternative markets. Furthermore, EU 
authorities in charge of managing investigations into China’s subsidies, and the 
protectionism underpinning its overcapacities, are already stretched between the US 

https://merics.org/en/report/beyond-overcapacity-chinese-style-modernization-and-clash-economic-models
https://www.reuters.com/world/china/us-china-trade-talks-resume-second-day-2025-06-10/
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negotiations and managing China. There is a risk that Europe will be unable to keep up 
with the pace of the challenge unless it gains a broader toolkit with more agile measures 
and/or a surge in capacity and manpower in the European Commission. 

 

  Tech entanglements and national security 

China is moving to weaponize its advantages across critical value chains 

Global technology value chains are falling hostage to great power competition in ways 
unseen since the Cold War. As Beijing and Washington race towards technological 
supremacy, anything from trade in critical raw materials to talent exchange can become a 
tool of economic statecraft. Europe will increasingly walk a tightrope amid a flurry of 
export controls and extraterritorial measures not only from the United States, but 
increasingly also from China.  

In response to US tariffs, technology restrictions and plans to revoke Chinese students’ 
visas, in April China slapped export controls on seven rare earth elements (REEs) as well 
as rare earth permanent magnets. European companies in fields such as automotive and 
machinery have been left scrambling as their Chinese suppliers now need to obtain export 
licenses to supply them. The Chinese commerce ministry has promised to create a “green 
channel” for European importers, but it remains unclear whether Beijing will permit re-
exports to US end users. 

The implications for Europe’s national and economic security are enormous. The EU relies 
on China for nearly the entirety of its REE and permanent magnet imports. These are 
essential not only for many green and digital industries, but also for the defense-industrial 
base. Importantly, Europe’s defense supply chains are heavily integrated with the United 
States’, so Beijing’s enforcement of its new end-user list may pose novel challenges to 
transatlantic security. Per our count, at least 70 US entities are now on the list, meaning 
European firms could find themselves in violation of Chinese export controls if they traded 
with them. 

Beyond critical minerals, the CCP is keeping tabs on domestic IP and talent, from 
confiscating the passports of DeepSeek employees to preventing India from importing 
German tunnel-boring machines or receiving equipment and human capital from Foxconn 
to make Apple’s iPhones in India. Connecting the dots, it becomes apparent that officials 
in Beijing hold the keys to the high-tech industries of countries around the world. 

All this comes at a time when the Trump administration has voiced loud yet vague 
expectations that allies distance themselves from China in technology. In this highly 
volatile environment, the EU will find it increasingly difficult and costly to implement its 
own de-risking agenda. But China’s efforts to keep countries reliant on itself also 
demonstrate the urgency for Europe to stay the course and tackle strategic dependencies.  

 

https://merics.org/en/merics-briefs/trumps-international-student-bans-us-china-relations-rare-earths
https://archive.is/m3Dn3#selection-335.38-335.42
https://www.theinformation.com/articles/deepseek-national-treasure-china-now-closely-guarded?rc=mshudk
https://restofworld.org/2025/china-foxconn-factoriesfoxconn-stops-sending-chinese-workers-to-india-iphone-factories/
https://china.usembassy-china.org.cn/america-first-investment-policy/
https://china.usembassy-china.org.cn/america-first-investment-policy/
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  China-Russia cooperation 

Beijing and Moscow show they intend to build greater geopolitical coordination 

China-Russia cooperation continues to pose risks to Europe. Xi Jinping’s May visit to 
Moscow for Victory Day celebrations demonstrated yet again the strength of the China-
Russia partnership and Beijing’s prioritization of Moscow over its relations with Europe. 
Xi’s visit showed the failure of recent US attempts to pressure Ukraine and reach out to 
Moscow, drawing Russia into closer cooperation with the West. Xi also chose to travel to 
Russia instead of attending a Brussels event marking 50 years of EU-China relations. 

Xi and Putin used the visit to reaffirm their “no-limits” partnership once again and issued 
a series of joint statements underscoring their shared global vision. Beijing reiterated its 
stance on Ukraine, declaring “no external forces” would interfere with China-Russia ties. 
Moscow, meanwhile, openly opposed all forms of “Taiwan independence”, hinting at 
closer geopolitical coordination in the two theaters. The partners also condemned 
unilateral sanctions, and called for a more equitable multipolar order and an indivisible 
security architecture in the Eurasian region, signaling their coordinated challenge to the 
liberal-democratic model and current global order. 

Economically and militarily, the relationship continues to intensify. Bilateral trade hit a 
record USD 245 billion in 2024, with nearly all transactions now settled in rubles and yuan 
to avoid scrutiny by Western systems. China’s dual-use exports also continue to sustain 
Russia’s war against Ukraine. According to a leaked report, the EU considers China to be 
responsible for approximately 80 percent of the circumventions of sanctions against 
Russia. In May, Ukraine’s intelligence services also accused China of directly supplying 20 
Russian military facilities with tooling machines, special chemical products, gunpowder 
and other components. This not only undermines European sanctions, but it also exposes 
vulnerabilities in the EU’s collective response to the war against Ukraine and creates acute 
risks for European stakeholders in science and business. 

Europe’s current response to China’s support for Russia has had very limited success. For 
Beijing, the strategic importance of its partnership with Moscow outweighs the EU’s 
diplomatic pressure and sanctions against a few Chinese firms. Without a new strategy to 
tackle the China-Russia partnership, one which changes Beijing’s cost-benefit analysis, the 
EU will face greater security risks in Europe and a potentially emboldened China in the 
Indo-Pacific. Even harder for Europe, it will probably have to tackle this with limited US 
support. 

For more on the economic, political, security, and societal dimensions of the China-Russia 
relationship, see the China-Russia Dashboard, a collaborative research effort by the Centre 
for Eastern Studies (OSW), MERICS, the Swedish National China Centre (NKK) and 
Stockholm Centre for Eastern European Studies (SCEEUS) at the Swedish Institute of 
International Affairs (UI).  

 

https://english.www.gov.cn/news/202505/10/content_WS681e9c43c6d0868f4e8f26ac.html
https://english.www.gov.cn/news/202505/10/content_WS681e9c43c6d0868f4e8f26ac.html
http://www.en.kremlin.ru/supplement/5770
https://www.reuters.com/business/finance/china-track-bank-netting-system-shields-russia-china-trade-western-eyes-2025-04-22/
https://www.rferl.org/a/german-report-eu-china-russia-sanctions-avoidance-80-percent/33425633.html
https://www.reuters.com/world/china/ukraine-confirmed-chinese-supplies-20-russian-military-plants-intelligence-chief-2025-05-26/
https://merics.org/en/china-russia-dashboard-facts-and-figures-special-relationship
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  China’s domestic and business environment 

PLA purges, tepid consumer spending and espionage fears fuel uncertainty 

Despite reoccurring labor protests, there do not seem to be any acute risks to China’s 
domestic stability. But new anti-corruption drives (especially in military circles), the trade 
war’s impact on jobs and domestic consumption and intensifying fears of espionage are 
all creating uncertainty within the political leadership, the private sector and the general 
population. 

Xi Jinping’s anti-corruption drive has continued unabated across all sectors of society. 
High-ranking military officials keep disappearing or falling from grace, fueling rumors of 
internal mistrust. This year, the PLA published several commentaries on “political 
rectification”, highlighting the importance of anti-corruption work and loyalty to achieve 
full combat readiness. After years of crackdowns and ever more ambitious goals from the 
top, this likely sends fear of wrongdoing down the system and political networks. 

Employment and livelihoods for the broader citizenry have held relatively steady. Earlier 
in the year, Chinese leaders published plans to increase wages and pensions, including 
measures to incentivize births and boost domestic consumption. Public investments 
beyond tech, and a renewed emphasis on manufacturing, could be stabilizing factors, but 
local governments face financial constraints. 

Despite small upticks, economic incentives to buy goods have not yet led to lasting growth 
in consumption. The fallout of the trade war and market restrictions abroad are looming 
large, exacerbating gloomy economic forecasts, and the picture may be even worse than 
is known publicly. The government may be able to tame these issues through new urban 
and rural development plans and the growth promises of digital and AI investments, but 
it remains unclear how successful these plans will be. 

Another repercussion of US-China tensions is the growing vigilance on both sides, which 
is fueling tit-for-tat witch hunts and recruitment drives for foreign agents and informants. 
With every aspect of citizens’ public (and often private) lives being securitized, there is a 
heightened risk to regular people and foreign companies in China of finding themselves 
entangled in the dispute. 

 

 

Icon legend: 

  Geoeconomic risks     Security risks     Geopolitical risks 

 

  Tech security risks     Domestic stability risks 

https://www.scmp.com/news/china/military/article/3308160/absence-chinas-top-general-he-weidong-politburo-study-session-fuels-speculation
https://archive.is/IXAN9
https://archive.is/MyQ0h
https://edition.cnn.com/2025/05/02/china/cia-recruitment-videos-chinese-officials-intl-hnk
https://archive.is/3Qysd
https://archive.is/eiX9V
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WHAT TO WATCH IN THE MONTHS AHEAD 

 24-25 June: The NATO heads of government will gather in The Hague for a highly 
consequential NATO Summit. It is likely to be dominated by debates around 
European allies’ defense spending in the face of US pressure and potentially reduced 
engagement in Europe. This summit will also reveal how far the alliance will 
maintain its focus and cohesiveness on China. 

 6-7 July: The annual BRICS Summit in Rio de Janeiro will be the first for new 
member Indonesia, and the first gathering of BRICS leaders since the start of the 
second Trump administration. This year’s summit is likely to have greater 
geopolitical undertones, spotlighting China’s role as one of the bloc’s main drivers. 
Beijing is likely to push for the BRIC group’s greater institutionalization and further 
expansion, in hopes of turning it into a more geopolitical outfit – and it may have 
some success. 

 July: European Commission President Ursula von der Leyen and Council President 
António Costa will travel to Beijing for this year’s EU-China Summit, in an early 
show of recalibrations in the EU’s China policy since US President Donald Trump 
took office. Trade-related issues are likely to top the agenda for both sides. It 
remains to be seen whether the EU will manage to secure commitments from Beijing 
to tackle key issues of concern, such as overcapacity. 

 September: The UN’s 80th anniversary meeting of the General Assembly will 
give China a platform to push its image as a defender of multilateralism and 
international law, in contrast to the United States’ unilateralism.  
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