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KEY FINDINGS 

	 �China’s government sees leadership and control across industries and value 
chains as a prerequisite for national security. Industrial and innovation policy are 
designed to secure the path to the CCP’s vision of self-reliant modernization.

	 �The PRC strives to secure maximum space for its development interests abroad. 
Domestic economic challenges and persistent reliance on foreign markets and technol-
ogy underpin Beijing’s drive to secure access to markets, goods, and know-how for its 
continued economic and technological rise.

	 �Regulations released in mid-2026 reflect a major shift in the scope and applica-
tion of economic security policies in China. They are part of a broader strategy to 
sanction-proof China’s economy, maintain access to foreign markets and inputs, and 
prevent unwanted outflows of technology and know-how.

	 �China’s economic security toolbox has expanded under Xi Jinping. Efforts to pro-
mote indigenous industries and technologies, protect the domestic market and inno-
vation system, and pursue diverse partnerships abroad sit alongside a recent push to 
deter and punish countries or firms that infringe on China’s interests. 

	 �China’s leadership is going on the offensive. It combines legal and extralegal mea-
sures and uses economic coercion to defend political red lines. This asymmetric, hybrid 
approach creates unpredictability and strengthens deterrence. 

	 �The party state is ramping up institutional capacity through new horizontal and 
vertical risk monitoring and response mechanisms. Investigative and punitive pow-
ers and personnel are expanding, marking a shift from ad-hoc to routinized defense of 
economic security interests.

	 �Beijing has built significant leverage and knowledge of foreign dependencies. Not 
all threats are credible, but the willingness to act – by imposing penalties and restric-
tions and leveraging dependencies – rises as China builds up enforcement capacity and 
sees the geopolitical opportunity to play a hard hand. 

	 �Despite offers of cooperation and “high-level opening-up”, China only seeks 
limited economic partnerships. It is doing its utmost to avoid dependencies and the 
loss of technology or manufacturing capacity, while its economic policies and resulting 
overcapacities clash with the industrial ambitions of many countries across the world.

	 �Europe must make hard choices. Beijing is trying to derail European derisking ef-
forts. Inaction may prevent retaliation in the short term, but it will increase vulnerabili-
ty in the long term. China’s industrial model warps the EU’s market integrity, displaces 
European firms in third markets, and drives deindustrialization. 

	 �Europe must also ensure it can muster the political will to credibly fight back. In 
addition to putting minimum protection measures in place and working with partners, 
the EU needs credible deterrence, a communication strategy for the public and negotia-
tions with Beijing on a stable corridor of cooperation.
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Year 2049 – Struggle forward and pave the way for Chinese style-modernization
China’s economic security approach provides the tools to safeguard the nations development interests
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Economic security armory – select mode and tools:
Promote Protect Partner Punish

Utilize economic security tools to achieve techno-industrial leadership, self-reliance and unlock 
a new development level. Always maintain security areas at optimum level.
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CHINA MOVES ONTO THE OFFENSIVE IN ECONOMIC SECURITY POLICY

In mid-2026, Beijing issued a slew of new regulations designed to counter foreign sanc-
tions and restrictions, deter foreign governments and companies from derisking and due 
diligence efforts, and prevent unwanted outflows of technology, know-how, and talent (see 
exhibit 1).1 Further steps to block and counter financial sanctions were set in motion.2 

The measures are part of China’s growing armory for defending its economic security in-
terests and offer a host of new options for targeting and punishing foreign counterparts. 
They allow for broad interpretation while also permitting selective compliance with other 
jurisdictions. This gives China’s authorities substantial wiggle room in applying measures, 
ranging from managed cooperation to escalation. 

The new regulations reflect a deeper shift in how China’s leadership defines and pursues 
its economic security interests. Over the past years, Beijing has leveraged dependencies on 
the PRC for processed rare earth elements (REEs) and other critical raw materials (CRMs) 
to assert its interests across numerous global supply and value chains. This tough show of 
economic power was at full display in the US-China trade row. 

However, China’s coercive economic statecraft is increasingly hitting Europe, too – a trend 
that may accelerate as Beijing views existing and possible new EU measures as a com-
pounded threat to its interests. These include, for example, the draft Industrial Accelerator 
Act, the proposal for a revised Cybersecurity Act, the Foreign Subsidies Regulation, public 
procurement instruments and a new forced labor ban.3

This new stage in the PRC’s quest for economic and national security brings unprecedented 
risks for international stakeholders. Beijing has embraced an extraordinarily expansive na-
tional security doctrine under Chinese Communist Party (CCP) and state leader Xi Jinping. 
The party has reestablished leadership over the economy and pursues an ambitious indus-
trial and innovation policy to achieve self-reliance and leadership across domains. 

The 15th Five-Year Plan (2026-2030, FYP) further reinforces China’s economic security 
strategy: it seeks short- to medium-term resilience against trade and technology wars and 
economic and technological dominance in the long run.4 Maintaining and even increasing 
foreign dependencies on China while preventing the loss of China’s own competitive edge 
fit this logic.

As the PRC’s pursuit of technological dominance conflicts with other nations’ efforts to 
protect their markets and industrial bases, friction is growing. China’s leadership is pre-
paring to strike back against restrictions and containment efforts. The growing list of for-
eign-facing rules is designed for hands-on application. Recent cases involving companies 
like Nuctech, Nexperia and Manus AI show how swiftly they can be wielded.5

To navigate the path forward, policymakers, business leaders and other stakeholders in 
Europe and elsewhere need to understand the scale, political reasoning and distinctive as-
pects of China’s economic security approach, as well as how it might be implemented. Com-
panies, in particular, are being squeezed between conflicting security regimes and should 
pay close attention to the shifting political and regulatory environment. 

China’s coercive 
economic  
statecraft is 
increasingly 
hitting Europe, 
too
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Exhibit 1

Economic security moves from policy to hands-on enforcement  
New rules are designed to remove obstacles to China’s economic growth ambitions

Source: State Council regulations 834, 835, 837 and Ministry of Commerce measure 24 issued in 2026
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Regulations on 
Industrial and Supply 
Chain Security
State Council #834

• �Targets foreign restrictions, 
supply chain derisking and due 
diligence efforts 

• �Provides new investigative 
powers and penalties 

• �Introduces new cross-ministerial 
and central-local risk monitoring 
and response mechanisms

• �Requires Chinese companies 
to support risk mapping and 
encourages them to diversify

Measures for 
Investigations related 
to Industrial and Supply 
Chain Security
MOFCOM #24

• �Formalizes investigations 
into actions (or threats) 
by governments and 
enterprises and allows on-site 
investigations abroad

• �Allows MOFCOM to impose 
restrictive measures for entities 
under investigation

• �Mandates MOFCOM to determine 
and publicize damage to China’s 
industrial and supply chains 

Regulations 
on Countering 
Improper Exercise 
of Extraterritorial 
Jurisdiction
State Council #835

• �Targets secondary sanctions 
and other foreign government 
measures deemed unjustified

• �Establishes mechanism to inves-
tigate and determine improper 
foreign jurisdiction

• �Introduces new “malicious 
entity list” and staggered 
penalties 

• �Highlights option for affected 
Chinese entities to seek 
restitution

Regulations on 
Outbound Investment
State Council #837

• �Targets restrictions on Chinese 
investors abroad and allows for 
retaliatory measures

• �Reinforces oversight and control 
over outflow of technology, 
goods, services, data, personnel

• �Enhances security review  
processes and investigative 
powers 

• �Introduces penalties and fines 
for non-compliant Chinese 
investors
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ECONOMIC SECURITY IS FRONT AND CENTER IN CHINA’S MODERNIZATION AND 
GLOBAL LEADERSHIP QUEST  

Economic security is understood as the ability to protect and sustain national economic 
stability and growth by building resilience against external and internal threats.6 The 
term has been adopted by party leaders since the 1990s and has been discussed by Chi-
nese experts over decades. Throughout the reform period, China’s leaders remained deep-
ly fearful of financial and market liberalization potentially causing crises the government 
cannot control and with foreign dependencies being weaponized. Since the 2008 global 
economic crisis, the party has backtracked on market reforms and returned as the central 
economic actor. 

Xi Jinping has turned national security into a key paradigm that permeates all aspects of 
policymaking, with economic security described as the ‘basis’ (基础).7 Since the introduc-
tion of the Comprehensive National Security concept in 2014, the priority areas included 
in this doctrine have doubled from ten to twenty, with many areas relating to the broader 
economic and technology cluster.8 

Beijing’s understanding of economic security is expansive – and closely integrated 
with technology and data security 
 
In China, economic security is conceived in broad terms, covering not just material supplies 
or strategic stockpiles, but also access to markets, technology, and scientific and engineering 
know-how. Today, it has been elevated to an organizing principle of economic policy, and 
Beijing is taking steps to prepare for any eventual escalation of conflict, whether economic or 
military in nature.

During Xi’s first term from 2013, China faced a comparatively predictable and stable inter-
national environment. The revival of the national security-state was driven by the will to 
reestablish party control over society and economic actors, with industrial and trade poli-
cies focusing on efforts such as Made in China and the Belt and Road Initiative. In 2018 and 
2019, human rights sanctions over Xinjiang, the US-China trade war and US government 
restrictions on Huawei and ZTE accelerated a wider push towards inner resilience. 

Between 2020-2023, the Covid-19 pandemic kicked off major new efforts at managing 
supply chain security and vulnerabilities, supported by substantial private investment to-
wards building entire production and value chains in China. It also left the economy in a 
bind, compounding fierce competition and shrinking profit margins, a phenomenon of-
ten referred to as ‘involution’ (内卷). Economic security has since taken center stage, with 
lessons learned from G7-led sanctions on Russia, US-led export controls targeting critical 
technologies such as advanced semiconductors and the US-China trade war triggering a 
host of new security-related legislation.

Since 2016, economic security has had a dedicated section in successive Five-Year Plans 
and has appeared prominently across party documents and policies.9 It encompasses the 
following core areas:

	 �Industrial and supply chain security, i.e. safeguarding China’s production and innova-
tion capabilities and access to raw materials, components and technologies;

Beijing is taking 
steps to prepare 
for any eventual 
escalation of 
conflict
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	� Financial security, i.e. preventing systemic risks, such as banking crises and severe 
capital market volatility, and risks from cross-border financial flows;

	� Energy and resource security, i.e. ensuring sufficient supply and reserves of coal, oil, 
gas and critical minerals to meet industrial and household needs;

	� Food security, i.e. guaranteeing stable national grain production and maintaining 
reserve systems to meet the basic living needs of the population.10

However, economic security is best understood as an overarching term and integral part of a 
cluster of security interests, whose composition and priorities change in response to domestic 
and international developments. This includes scientific and technological security – a pri-
ority area since 2014 that has grown significantly in importance. “Never before have science 
and technology influenced the future and destiny of our nation so profoundly,” according to 
Xi,11 who views strategic technologies as a route to both national security and competitiveness. 

Technological security mainly covers the effectiveness of the science, technology and inno-
vation system and the development of ‘key and core technologies’ (关键核心科技) which 
“must not be controlled by others”.12 China’s development still depends on access to for-
eign technology, such as semiconductor manufacturing equipment, a crucial resource in 
the ongoing competition in the field of AI. Beijing therefore seeks to close these chokepoints 
and sanction-proof its innovation system, while strengthening efforts to protect technology 
and know-how where it has gained the edge. 

Cyber and data security are interlinked with economic and technological security. Data, 
information and intellectual property (IP) are treated as strategic resources needing to be 
protected and kept in China.13 At the same time, the CCP seeks to protect China’s informa-
tion space from unwanted foreign information and insights into domestic affairs, including 
information about its economic and technological development.14 

Xi has often warned that mishandling economic security may jeopardize political and so-
cietal security, as weak growth may compromise public support for the party.15 Domes-
tically, China is not only still recovering from the Covid-induced economic slowdown but 
also navigating multiple challenges. Basic industrialization in remote areas and traditional 
industries happens alongside a profound industrial transformation and new digital revo-
lution, with automation and AI impacting the labor market and incomes. A continued real 
estate slump, local fiscal challenges and low domestic demand mean China remains highly 
dependent on foreign markets to drive domestic growth. 

China’s security interests therefore have a strong international dimension. Overseas se-
curity interests not only entail the safety of Chinese citizens and companies, but also the 
need to ensure that the PRC can access what it needs for its continued development: tech-
nology, know-how, resources, and markets. New security categories – maritime, deep sea, 
polar, and space – intersect with economic security, insofar as they relate to access to re-
sources and opportunities for commercial exploration. 

China’s current policy initiatives and especially the new FYP capture the party state’s quest 
for long-term resilience to hedge against geoeconomic risks.16 The plan seeks to remedy vul-
nerabilities and strengthen resilience against internal and external shocks, while outlining 
an ambitious socioeconomic transformation whereby China is to achieve global leadership 
across economic and technological domains. 

Beijing seeks 
to remedy 
vulnerabilities 
and strengthen 
resilience 
against internal 
and external 
shocks
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The new Five-Year Plan reflects China’s quest for resilience

Key priorities and policy arenas outlined in the plan:

	� Secure access to critical supplies of energy, food, and other inputs and internalize strategic 
value chains.

	� Promote and protect strategic sectors, safeguard the manufacturing base and maintain an 
appropriate share of manufacturing in China's GDP mix.

	�� Support domestic demand as a growth pillar to hedge against global risks.
	� Support China’s green transformation as a growth catalyst, to counter resource constraints 

and as a domain of international trade and cooperation.
	� Promote digitization, automation and AI adoption to boost productivity and efficiency, 

develop new sectors and mitigate the effects of demographic change.
	� Pursue self-reliance and sovereignty of the innovation ecosystem, including through 

“extraordinary measures” to achieve technological breakthroughs.
	� Expand global markets for China’s goods and promote global trade order reform, with 

China as a key player and standard setter.
	� Expand and improve China’s national security system to address all relevant security 

concerns in times of growing friction.

XI’S MODERNIZATION VISION ENTAILS THE CONVICTION THAT SECURITY COMES 
FROM BEING AHEAD

China’s pursuit of economic security is part of a broader geopolitical vision. On arriving 
in power Xi set the goal of achieving China’s all-round modernization and rejuvenation 
by 2049, the 100-year anniversary of the PRC.17 For CCP leaders, ‘Chinese-style modern-
ization’ (中国式现代化) means not merely catching up but staying ahead of the curve and 
“seizing the opportunity” to lead future waves of technological and industrial transforma-
tion, including by positioning China as a science and technology leader by 2035.18 

As Xi sees it, the CCP must steer through a domestic industrial transformation and fortify 
China’s economy to withstand geopolitical headwinds. “Xi Jinping’s Economic Thought”19 
emphasizes moving towards resilient, self-reliant development, expressed in the concept 
of ‘dual circulation’ (双循环).20 Strong internal circulation, from boosting domestic value 
creation and demand, is supposed to lessen China’s dependence on exports to meet Bei-
jing's growth targets. Simultaneously, China should better manage external circulation and 
engage in trade as a high-value and technology exporter that shapes global value chains 
and networks. 

The government strives to make Chinese goods and technologies indispensable across in-
dustries and supply chains as a matter of security. Foreign actors should remain dependent 
on China for their “production chains,” providing the PRC with both growth opportunities 
and geopolitical leverage.21 It increasingly views derisking efforts by other governments as 
encroaching on China’s legitimate rights.

While references to the trifecta of “national sovereignty, security and development inter-
ests” date back to the early 2010’s, they now regularly populate speeches, policy plans, 
and legislation. Over the past two years, Xi has repeatedly listed China's ‘development in-
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terests’ (发展利益) among its red lines in meetings with U.S. and other nation’s leaders – 
one it is increasingly willing to defend with a hard hand.22  

The monitoring and enforcement apparatus for economic security is growing 

The PRC’s governance logic demands that economic actors see themselves within a “whole-
of-nation” effort to achieve strategic objectives. “On the new journey of Chinese moderniza-
tion, everyone is a key actor”, as Xi put it.23 Through a mix of discipline and incentives, the 
CCP has re-inserted itself into the private sector and intensified control to ensure all market 
actors – domestic and foreign – align with national goals.24 

Party discourse emphasizes the identification and prevention of risks, with Xi regularly calling 
upon cadres to prepare for potentially ‘extreme situations’ (极端情况).25 Cadres should not just 
pay attention to local economic benefits from a particular industry; they should consider the 
security of the entire value chain and enhance its independence and controllability.26 

All this requires top-level steering. Responsibilities for economic, technological and other 
core security areas have grown over the past decades and are dispersed through multi-
ple party and state entities (see exhibit 2). Many of the institutional guardians of China’s 
economic and technological security are important interlocutors for foreign stakeholders. 
Now, a new push for both expansion of competencies and streamlining of administrative 
processes is underway. 

For example, 2025 saw the creation of a multi-agency process to enforce strategic mineral 
export restrictions in the spirit of ‘full-chain control’ (全链条管控), involving the Ministry of 
Commerce (MOFCOM), Ministry of Industry and Information Technology (MIIT), customs, 
and the intelligence services, along with other agencies.27

The 15th FYP and the batch of State Council regulations released in 2026 mandate the cre-
ation of new horizonal and vertical structures across ministries and departments as well as 
across all administrative levels to build new risk monitoring, reporting and response mech-
anisms. These are meant to promote information sharing and provide new lines of sight, 
from central to local, to better identify not only China’s vulnerabilities and chokepoints but 
also foreign ones. The new rules also strengthen investigative and punitive powers, with 
agencies such as MOFCOM swiftly following up with implementation measures.28

To power China’s economic intelligence efforts, reporting requirements for Chinese and in-
ternational firms are growing. Export licensing regimes, for instance, already require for-
eign companies to submit detailed supply chain information that their home governments 
do not always have access to.29

This growing bureaucracy of national and economic security has serious implications for 
foreign stakeholders. For many officials in functional departments, tasks, resources and ca-
reers now revolve around spotting risks and addressing them – ideally before they material-
ize. They are equipped with new rules and powers ready to be wielded in a routinized rather 
than ad-hoc fashion. In a political system driven by performance and loyalty signaling to 
avoid disciplinary purges, this likely means more action – and a heightened risk of over-
reaction. Foreign governments and companies can expect more investigations, restrictions 
and penalties in the coming years.

Reporting 
requirements 
for Chinese and 
international 
firms are 
growing
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Exhibit 2

The guardians of China’s economic security are gaining power  
A range of party and state organs safeguard key areas related to economic security

Central Military  
Commission 

Source: MERICS research based on policy documents, organization charts
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New regulations issued in 2026 seek to better interlink 
actors and increase monitoring at grassroots level: 

Central party and national-level organs, as well as their subor-
dinate agencies (which include, e.g., the state administrations 
for market regulation, foreign exchange, energy or customs) 
need to improve communication and coordination with other 
agencies, both horizontally and vertically. 

Across administrative levels, institutions must improve risk 
monitoring and build enforcement capacity. Local party and 
government levels are tasked with information gathering to 
improve lines of sight into economic activities, support mobi-
lization of the private sector and help risk prevention efforts. 

   Central CCP Commissions and agencies     Key state organs and ministries     Party-state hybrid

Central Commission 
for Comprehensively 
Deepening Reform

National 
Development and 
Reform Commission 

 Ministry of Finance

Central Financial and 
Economic Affairs 
Commission

Central Financial 
Commission 

Ministry of 
Commerce

Ministry of Natural
Resources

Ministry of 
Agriculture and Rural 
Affairs

Ministry of Ecology 
and Environment 

Ministry of Human
Resources and Social
Security

Ministry of 
Emergency
Management

Central National 
Security 
Commission

Central Science 
& Technology 
Commission 

Central Cyberspace 
Affairs Commission

CMC Science 
and Technology 
Commission

Ministry of Foreign
Affairs 
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  Cyber & data

  Technology

  Cyber & data

  Overseas interests

Cyberspace 
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Technology 
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A concerted effort is underway to mobilize Chinese companies and industry associations 
in defending the PRC’s economic security interests. They are encouraged to share infor-
mation, trigger investigations and seek financial restitution in cases where they see their 
interests harmed.30 

CHINA IS FORCEFULLY WIELDING ITS ECONOMIC SECURITY ARMORY

China’s economic security toolkit has steadily expanded through the creation of legal au-
thorities, institutional structures, and mechanisms. Its priorities can be clustered into four 
groups, though in practice some instruments fall into multiple categories (see exhibit 3). 
For the first three categories (“Promote”, “Protect”, “Partner”) we use the same nomencla-
ture as the EU, to afford readers comparability. However, China pursues its economic secu-
rity objectives on a scale and with an intensity that far surpass the EU’s narrower approach.

Exhibit 3

Source: MERICS
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Promote, protect, partner, punish: China’s economic security armory 
China uses tools flexibly, often mixing legal and extra-legal means

 Supportive      Restrictive

DOMESTIC GOALS OVERSEAS GOALS

              Promote 

• �Financial support (e.g. subsidies, R&D funding)
• �Whole-of-value-chain support (e.g. upgrading 

traditional industry, demand for upstream tech, 
Little Giants)  

• �Other politically directed support (e.g. financial 
markets/listings, public procurement favoritism) 

                   Partner 

• �Investment and infrastructure projects abroad 
(e.g. BRI, export credit) 

• �China-led initiatives and multilateral groupings 
(e.g. GDI, GSI, SCO, BRICS, etc.)

• �Trade and investment agreements (e.g. bilateral 
deals, tariff reduction/elimination for least 
developed countries)

              Protect  

• �Local content requirements (e.g. cybersecurity 
reviews, ‘Made in China’ procurement, local 
sourcing and IP requirements) 

• �Inbound restrictions (e.g. tariffs and non-tariff 
market access barriers)

• �Outbound restrictions (e.g. ODI and capital 
controls, dual-use and technology export 
controls, restrictions on data, IP and personnel 
transfers) 

              Punish  

• �Restricting access to China’s market (e.g. 
retaliatory tariffs, targeting foreign companies  
in China, boycotts) 

• �Restricting access to technology and value 
chains (e.g. new supply chain security rules, 
punitive use of ‘Protect’ measures)

• �Legal measures and sanctions (e.g. UEL, AFSL, 
other blacklists, other stipulations countering 
long-arm jurisdiction)
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	� “Promote” – develop foundational technologies to break other countries’ chokeholds 
over China, while seizing the commanding heights in emerging and future 
technologies.

	� “Protect” – preserve China’s leading edge where it has it, whether in advanced 
technology or at the lower end of the manufacturing base.

	� “Partner” – engage with other countries to ensure access to key commodities and 
materials or export markets.

	� “Punish” – struggle against adversarial countries that infringe on China’s economic 
security interests, using deterrence or retaliation.

In safeguarding its interests across economic, technological and data security, Beijing has 
shifted from a self-strengthening rationale towards defensive tools and, most recently, of-
fensive measures and economic statecraft. Old and new laws and regulations sit along-
side the continued use of (gray-zone) political and economic pressure tactics. China’s tools 
are not used in discrete ways, to achieve only specific results: they tend to be ‘mixed and 
matched’ to equip the country’s grand strategy for economic security. 

Promote: China must take the leading edge everywhere 

Rising up the value chain and making technological breakthroughs are central to Beijing’s 
economic security doctrine. Technological catch-up liberates China from chokeholds other 
governments might exploit to stall its progress. However, taking the lead in more advanced 
technologies allows China to credibly threaten to weaponize its own chokepoints. ‘Pro-
mote’ measures therefore support multiple goals at once. 

Firstly, the FYP stresses catching up and self-reliance in ‘key and core technologies’ such 
as semiconductors, machine tools and instrumentation equipment. Such weaknesses in 
the national innovation system are often referred to as ‘deficits to be compensated’ (also 
translated as ‘short boards,’ 短板), or ‘chokeholds’ (掐脖子).31

China’s playbook is clear: systematically map out technical supply chain vulnerabilities,32 
demand that actors from research organizations to industry associations provide input into 
priority lists and catalogues,33 then mobilize sectoral and local authorities around import 
substitution. Import substitution strategies encompass research funding schemes (e.g., Na-
tional Key R&D Projects) and industry support (e.g., through programs like Little Giants 
that foster innovators),  with a focus on linking together different industries and along the 
entire chain.34

Secondly, the latest Five-Year Plan cements the concept of ‘new quality productive forces’  
(新质生产力), which is party-speak for technologies and industries with multiplier effects.35 
For example, ‘embodied’ AI, advanced manufacturing and clean energy technology can 
boost output, efficiency, and quality.36 From Beijing’s perspective, the double benefit of 
such growth and innovation engines is that they help Chinese firms ascend global value 
chains, while also helping lower-end industries upgrade. Officials have considerable policy 
space to use the ‘Promote’ toolkit to unlock the economic potential of new productive forces 
(see exhibit 4). 

Thirdly, cadres are instructed to set their eyes on breakthroughs in frontier technologies 
too, like quantum computers and brain-inspired science. There is some overlap with the 
new quality productive forces, but the focus here is on the most cutting-edge, experimental 
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R&D. By mastering future technologies, China would obtain a “trump card” (杀手锏, liter-
ally ‘assassin’s mace’) advantage it can leverage against foreign countries.37

As these technological and industrial ambitions continue to absorb large amounts of re-
sources, official pledges to “expand domestic demand” (扩大内需) are less about house-
hold incomes than supporting demand upstream.38 Simply put, CCP planners want house-
holds to afford EVs, but the bigger goal is to support China’s EV makers who stimulate 
demand for upstream technologies – batteries, chips, machinery, sensors, and more. At 
the same time, traditional industries like steel or tire makers also need EV sales revenues 
to fund their technological upgrading.39 This whole-of-value-chain approach demonstrates 
the comprehensive nature of the PRC economic security strategy. 

Protect: the entire industrial chain must stay in China 

Once China has conquered industrial value chains, it must maintain its hard-fought advan-
tages. To avoid the fate of market economies like the United States where offshoring drove 
deindustrialization, Xi wants China to “maintain an appropriate share of manufacturing” 
(保持制造业合理比重), measured as a share of GDP.40 Lower value-added manufacturing 
firms should not chase cheaper wages overseas but be upgraded through new productive 
forces.41 This is bad for return on investment but supports national goals by maintaining 
employment and building resilience.42 

Moreover, the country is to preserve an asymmetric advantage in global technology and 
industrial production for resilience, deterrence, and geopolitical leverage. Export controls, 

Exhibit 4

China’s industrial subsidies are in a league of their own   
Average for 15 key industrial sectors by firm’s headquarters location, 2005-24 (% of annual revenue)

Source: OECD MAGIC database
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generally used by advanced economies to address narrowly defined national security and 
foreign policy concerns, are instead treated as tools to nurture and protect China’s indig-
enous innovation.43 They now extend from critical minerals to personnel, for example, AI 
engineers.44 

The amended Foreign Trade Law, which came into force in March 2026, allows for export 
restrictions that can help “establish or accelerate the establishment of a specific domestic 
industry,”45 codifying existing practice. To close a loophole in technology and IP transfer 
controls, Beijing has also tightened screening of outbound investments through regula-
tions taking effect on July 1, 2026.46

Two examples – battery electric vehicles and rare earth processing – showcase Beijing’s 
use of export controls to defend its value-chain dominance. In the first instance, it restrict-
ed exports of certain types of dual-use graphite (critical for battery production) and civilian 
technology and IP crucial for high-end lithium-ion batteries.47 As to the rare earth indus-
try, magnet exports, outflows of relevant refining and processing equipment, and even the 
movement of any Chinese persons who work in the sector are closely managed.48 

Partner: No allies wanted, but transactional partners desired 

Economic security concerns guide China’s foreign economic policy, which puts a premium 
on diversification. China remains heavily dependent on imports of commodities and raw 
materials, and relies on exports to drive growth, so rising trade frictions cannot be allowed 
to jeopardize its export markets. China utilizes many tools to foster beneficial economic 
relationships. At the same time, it carefully avoids overreliance on any single partner.

The Belt and Road Initiative (BRI) is the most obvious example. Many BRI-financed projects 
have a clear economic security rationale, creating infrastructure to facilitate trade, usually 
with resources going one way and China-made manufactures the other.49 Beyond that, Chi-
na’s one-stop shop approach to projects – power plants, electrical grids, ports and railways 
– has an appealing simplicity. Beijing brings a financing model, a consortium of service 
providers and equipment makers and the diplomatic heft to make things happen quickly.50  

China often mandates overseas investment by state-owned enterprises (SOEs) to secure 
supplies of key commodities. For example, COFCO, China’s main food trader, has a large 
footprint in South America to facilitate exports of soybeans.51 These ties now empower Chi-
na to hit US soybean exports. Another example, CNPC, one of China’s main oil and gas 
SOEs, invests in drilling, pipelines and crude terminals globally to secure China’s access to 
oil and gas.52 

These firms do not need to be profitable as their government stakeholder favors strategic 
goals over commercial interests. Unlike their free-market counterparts, the primary orien-
tation of state-run enterprises like COFCO, CNPC, COSCO or China Merchants Group, is to 
send resources to China, rather than to the highest-paying buyer. 

Bilaterally, China signs imperfect trade and investment agreements that are good enough 
for both sides to conclude quickly.53 Regionally, it secures its economic interests through 
initiatives like dropping all tariffs for almost all African countries. Agreements like the Re-
gional Comprehensive Economic Partnership, a trade bloc which includes 15 countries in 
east and southeast Asia which account for roughly 30 percent of global GDP, help China to 
lock in regional supply chains and protect its interests.54

Economic 
security 
concerns guide 
China’s foreign 
economic policy
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These efforts serve to diversify growth opportunities away from industrialized markets like 
the US and Europe, even though the PRC also seeks to maintain access to rich markets 
and advanced technologies wherever possible. At the same time, China is careful not to 
be overly dependent on even its closest strategic partners, like Russia. This approach has 
clearly paid off in terms of energy security: China largely escaped the supply shock during 
the recent Iran war, while retaining its ability to set the terms of its fossil fuel imports from 
Russia.55

Punish: China moves from tit-for-tat retaliation to economic statecraft 

To shape globalization around the CCP’s interests, China must confront the proliferation of 
export controls, sanctions, and de-risking measures from foreign governments. As well as 
sharpening existing instruments, it has introduced new ones. Laws and regulations specify 
a growing list of punitive and retaliatory measures where China’s interests are harmed (see 
overview in annex). They are designed to counter two parallel trends: restrictions on China’s 
access to critical inputs (e.g., semiconductor technology) and an emerging reconfiguration 
of global supply chains to lessen dependencies on China. Beijing’s response combines pu-
nitive measures, coercive tactics and lawfare, sometimes mirroring US economic statecraft.

Exhibit 5

China blacklists a rising number of foreign entities    
Number of newly added entities by batch and used instruments

 Unreliable Entity List      Export Control List     
 Anti-foreign Sanctions Law (Companies and organizations)     
 Anti-foreign Sanctions Law (Persons)      Malicious Entity List (not used)

Note: Some of the measures have been suspended or lifted since their initial promulgation, mainly as a result of 
US-China trade negotiations. The Export Control Watch List is not included." 
Source: MOFCOM
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Beijing’s initially measured posture towards Washington’s containment efforts targeted a 
handful of entities and items but has since widened in scope and scale. The first shots came 
between 2023 and 2024, with stringent licensing requirements for exports of gallium, ger-
manium, and other minerals.56 Several others followed in 2025, including some rare earth 
elements.57 After trade negotiations, outright bans on the exports of some of these CRMs to 
the United States, along with sweeping new restrictions Beijing had imposed on October 9, 
was postponed till November 2026. 

Meanwhile, Chinese and foreign companies alike face growing pressure not to comply with 
US controls and sanctions, including measures with extraterritorial reach. Regulations in 
force since April 2026 further cement the institutional set-up to monitor and counter for-
eign measures deemed “improper” – even including EU investigations into subsidized Chi-
nese firms.58

Foreign companies can also expect consequences if they obstruct China’s progress towards 
‘secure and controllable’ (安全可控) industrial and supply chains (see exhibit 5). Here, 
‘Protect’ tools like export controls can be applied to derail decoupling, or derisking: for 
example, companies creating alternative manufacturing or R&D capacity in countries like 
India may find their plans contingent upon their ability to obtain or move certain assets 
from inside China.59 This ‘anti-derisking’ logic was spelled out in the new provisions on 
industrial and supply chain security, which stipulate penalties for actions as vague as “dis-
rupting transactions with Chinese organizations or individuals.”60 

Despite the growing legal toolkit, the PRC pursues a hybrid approach of legal and extralegal 
tools, including political pressure, indirect threats relayed through Chinese partners and 
suppliers or encouragement of public boycotts, e.g., when companies attempted to exclude 
Xinjiang cotton from their supply chains.61 Notably, China also imposes economic costs for 
political reasons, too, with Japan experiencing sustained economic pressure over Japanese 
Prime Minister Sanae Takaichi’s remarks on Taiwan’s security.62 

BEIJING’S RIGOROUS ECONOMIC SECURITY AGENDA INFLICTS PAIN EVEN WITHOUT 
PUNISHMENT 

In many respects, China’s strategy has borne fruit. It has managed to maintain a formidable 
manufacturing base, dominate technology supply chains like renewable energy, diversified 
its export markets and energy sources, and stood up to the Trump administration’s tariffs.

But structural imbalances and lack of domestic demand have also fueled overcapacities 
and continued reliance on foreign markets and technologies. In 2025, nearly a third of 
China’s economic growth was from exports, without which the country could not meet its 
GDP targets in the short, medium, or long term.63 In many technologies, from lithography 
machines to machining tools and metrology instruments, China remains relatively far be-
hind the frontier.  

Catching up will cost time and money – at the expense of other priorities. As fierce do-
mestic competition throttles profits and fiscal space become tighter, the party state may be 
unable to subsidize investment and R&D at current levels. Even though China has gained 
significant strength, self-reliance remains an elusive goal, and Beijing is getting ready to 
safeguard China’s economic security interests abroad more fiercely. 

The PRC 
pursues a 
hybrid approach 
of legal and 
extralegal tools
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China’s punishment doctrine and willingness to use it are expanding 

Beijing has a history of utilizing different punishment measures when its economic inter-
ests were hit or political red lines were crossed.64 These measures can generally be grouped 
into four categories: non-credible threats, limited coercion, tit-for-tat responses, and esca-
lation. This typology helps understand the range of Beijing’s potential choices, even if the 
rationale for choosing specific levels and types of punishment is changing as the drivers of 
retaliatory action are increasing.

Firstly, the CCP’s definition of its economic, technological and other security interests has 
expanded significantly, so a wider range of foreign conducts may trigger a reaction. Beijing 
has always been willing to roll out assertive punitive measures over certain geopolitical red 
lines, as seen during the Senkaku Island dispute with Japan in the 2010s. But the past ten 
years have also seen a rapid expansion of political red lines, especially on human rights 
and over Taiwan, all of which can trigger economic coercion. 

Secondly, China’s ability to punish others has grown over the last decade, both in terms 
of the institutional and administrative capacity to do so and because it has more points 
of leverage that it can utilize. Compared with the initial shots of the US-China trade war 
in 2018, China now has a more comprehensive economic security toolkit, with more per-
sonnel in place to enforce measures such as export controls.65 It also has a higher level of 
self-reliance to resist US pressure and controls more supply chain chokepoints, while Chi-
nese firms have achieved leadership across several key technologies. 

Thirdly, internal support for a harder stance on economic security issues is apparent. As 
every round of the US-China trade and technology wars have hit the PRC’s economy – com-
pounded by the pandemic and efforts by other countries to derisk from China – there is 
greater political consensus in the CCP and broader administration and public that the US 
and its allies are attempting to contain China’s rise, and that the nation must struggle and 
‘eat bitterness’ (吃苦) rather than compromise if it wants to move ahead.66 

The shifting drivers of China’s punishment rationale make it difficult to perfectly gauge how 
and when it might climb the escalation ladder. But it is important to consider how Beijing 
views measures abroad – especially by multiple countries – as an aggregate threat rath-
er than discrete and targeted measures addressing specific issues. For example, what the 
EU may view as targeted regulatory measures are likely regarded in Beijing as a potential 
‘death by a thousand cuts’ for which it must deter and punish Europe. 

Europe and others face the risk of massive deindustrialization 

Even the non-punitive measures China pursues to promote and protect its economic devel-
opment, open external markets through diversified partnerships, and gain market share 
carry huge implications. Rich, middle-income and poor countries alike all face a cascade of 
exports from China. Its trade surplus grew by 20 percent in 2025 to a shocking 1.2 trillion 
USD. China’s export value over export volume has stagnated in recent years (see exhibit 
6), which is counterintuitive for an economy that is climbing up global value chains and 
reflects the scale of the country’s industrial overcapacity.67 

As the Centre for European Reform and Council for Foreign relations underlined in their 
May 2026 report: The external shock is worsening, with China hitting an export record 
of 10 million cars a year in 2025 (which it was only expected to reach by the end of the 
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decade) and China’s overall export volumes growing more than twice the pace of global 
trade.68

Industrialized countries face fierce competition from Chinese companies that can count on 
Beijing’s support when expanding into more markets. Rhodium Group and the US Chamber 
of Commerce explored this issue in a May 2026 report, noting that advanced economies 
face the risk of sustained erosion in manufacturing competitiveness, particularly in sec-
tors such as automotive, machinery, and chemicals: “In aggregate, up to USD 650 billion—
equivalent to around 12 percent of G7 manufacturing exports—could be directly exposed 
to Chinese market share gains by 2030.”69

But the challenges emanating from China’s policy approach are not limited to advanced 
economies. Among the countries and territories covered by China’s customs authorities, 
only about 20 percent have a trade surplus with China. Those that do are overwhelmingly 
commodity exporters like Brazil, Russia, Chile, Australia, and the DRC.70 Notable excep-
tions include South Korea and Taiwan, which owe their surpluses to semiconductor trade 
with China.

The PRC’s whole-of-value-chain strategy means it can saturate global markets. Middle-in-
come countries like Brazil, Turkey, Mexico, and much of Southeast Asia are at risk of seeing 
their industrialization ambitions undercut by China’s export surge.71 Developing countries 
also find themselves in a difficult position. Although they may benefit from China’s demand 
for commodities and raw materials, their own efforts to industrialize are blocked by Chi-
nese exports.72 China’s insistence on holding onto even the low end of value chains shrinks 
their developmental opportunities.

EUROPE NEEDS BOLDER, FASTER RESPONSES TO CHINA’S ECONOMIC SECURITY 
PUSH

For Europe and others, inaction is not an option. The short-term pain Beijing can inflict by 
waging punitive measures will arguably be dwarfed by the medium- and long-term cost of 
acquiescence. Europeans face widespread deindustrialization pressure and challenges to 
their market shares domestically and globally, as Chinese companies climb up the value 
chain and PRC measures to promote and protect its industries undermine competition. 

If China comes to dominate more chokepoints, Europe’s dependencies on Chinese goods 
and technologies will increase, constraining future space for action. Even if the PRC’s strat-
egy loses steam, its exports and protective actions can disrupt European competitiveness, 
security, and prosperity.

Options for European stakeholders

	� Europe must prepare for heightened trade and political friction. Beijing is likely 
to leverage chokepoints to deter EU efforts at building alternative supply chains. EU 
member states must therefore build credible deterrence and prepare for acting against 
such moves. They also need to strengthen their capacity to assess the credibility of 
Beijing’s threats, including by gaming out possible escalation and deescalation ladders 
in the event of a potential economic conflict. 

For Europe and 
others, inaction 
is not an option
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	 �Europe needs more flexible tools to manage the systemic effects of China’s economic 
model. Measures in the pipeline should be fast-tracked to give European leaders effective 
(however imperfect) instruments. Beyond ideas like an overcapacity instrument or 
proposed legislation such as the Industrial Accelerator Act, more agile trade defense 
instruments are needed. Rather than launching separate anti-subsidies investigations into 
every category of steel, for example, a preponderance of findings in this sector could allow 
for provisional tariffs being imposed on all steel imports from China. 

	 �Europe must be ready to bring its own advantages to bear. The single market 
is critical for China’s exports. China also relies on European technology, 
such as machine tools, metrology equipment, the lithography value chain, and 
aerospace components. The Anti-Coercion Instrument is one tool that could unlock 
countermeasures which exploit EU market and technology advantages. But the 
credibility of this and other instruments is contingent upon capitals’ political will to 
activate them.

	 �Policy intervention is necessary to resolve the ‘first-mover disadvantage’ and 
incentivize firms to derisk. Resilience comes at the cost of efficiency and higher 
pricing. Any individual firm that adopts a derisking strategy will lose some level of 
competitiveness compared to firms that do not. Whether it be stockpiling of critical 
inputs or purchasing commitments for trusted supply chains, companies are unlikely 
to act first without policy measures that back them up. For strategic inputs, mandatory 
stockpiling, prohibition of single-country sourcing and robust offtake agreements could 
resolve this dilemma. The ability to coordinate and work with partners within and 
beyond the EU is a crucial asset.

	 �Information asymmetries must be addressed. China demands massive amounts 
of supply chain data before it grants export licenses. European companies oppose 
similar disclosures at home, yet they have complied in China. The EU’s Internal Market 
Emergency and Resilience Act should be complemented with more robust national 
provisions that compel or incentivize companies to safely disclose data on their 
exposure in high-risk third countries – including any information they have already 
shared with these countries’ governments.

	 �Policymakers in the EU and member states should seize the current window of 
opportunity to negotiate with China. Beijing’s expanding administrative apparatus 
is increasingly equipped with versatile instruments to defend its national interests. 
However, these laws and regulations also include off-ramps and potential exemptions, 
offering strategic flexibility in their enforcement. European officials should clearly 
communicate EU interests and demonstrate a collective resolve, while actively charting 
a cooperative path forward. For instance, structured political dialogue is a prerequisite 
for establishing enforceable conditions on high value Chinese investment in Europe. 

	 �Europe needs public buy-in and political will to use its toolkit. Small and medium 
enterprises are hard hit by China’s broader economic strategy. Governments should 
step up outreach to private companies beyond the biggest players. Parliaments, 
too, have an important role to play in public communication to the private sector 
and society at large, to facilitate an open discussion of the hard choices between 
deindustrialization risks and intensified trade friction. Unions and workers councils 
should also get involved in public conversation, policy debates and, where applicable, 
boardrooms, to navigate the challenges ahead. 
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ANNEX

Beijing codifies its powers to punish foreign actors 
Many laws and regulations allow for retaliatory measures where China’s interests are harmed 

Source: MERICS
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LAWS AND REGULATIONS RELEVANT PROVISIONS

Foreign Trade Law (1994, rev. 2016, 
2025) 中华人民共和国对外贸易法

Allows for import-export restrictions in response to dis-
criminatory or restrictive trade measures (§10), including 
for “interrupting normal transactions” (§40).

Foreign Investment Law (2019)
中华人民共和国外商投资法

Provides for reciprocal measures against restrictions or 
discrimination towards Chinese investors abroad (§40).  

Export Control Law (2020)
中华人民共和国出口管制法

China’s export control framework on military, nuclear and 
dual-use items; allows for reciprocal measures against 
foreign export controls (§48).

Provisions on the Unreliable Entity List 
(2020) 
不可靠实体清单规定

Stipulate a wide-ranging penalties against foreign entities 
that endanger China’s broadly defined national sovereign-
ty, security, or development interests. 

Rules on Counteracting Unjustified 
Extraterritorial Application of Foreign 
Legislation and Other Measures (2021) 
阻断外国法律与措施不当域外适用办法

Designed to deter and block long-arm jurisdiction deemed 
unjustified, like secondary sanctions; stipulates penalties 
for firms that comply with sanctions against Chinese com-
panies.

Data Security Law (2021)
中华人民共和国数据安全法

Allows for countermeasures against trade and investment 
restrictions or discriminatory treatment in the fields of data 
and digital technology (§26). 

Anti-Foreign Sanctions Law (2021)
中华人民共和国反外国制裁法

Creates a legal framework for countersanctions and other 
punitive measures against foreign countries, designated 
entities, or individuals. 

Personal Information 
Protection Law (2021) 
中华人民共和国个人信息保护

Allows for countermeasures against discriminatory prohi-
bitions, limitations, or other measures related to personal 
information protection (§43). 

Provisions on Industrial and Supply 
Chain Security (2026) 
国务院关于产业链供应链安全的规定

Introduced to implement existing legislation, enables 
sweeping countermeasures even against normal commer-
cial conducts (§14, 15), like diversification away from 
Chinese suppliers. 

Regulations on Countering Unjustified Ex-
traterritorial Jurisdiction by Foreign States 
(2026) 中华人民共和国反外国不当域外管辖条例

Spell out how “improper” extraterritorial legislation shall be 
identified and remedied; create new “malicious entities” black-
list and strengthen support for Chinese entities seeking redress.

State Council Regulations on Outbound 
Investment (2026)
 国务院关于对外投资的规定

Tighten China’s screening regime for outbound investment; 
authorize retaliation (e.g. through sanctions) against perceived 
discrimination of Chinese investors abroad (§23, 24, 25).

Measures for Investigations related to 
Industrial and Supply Chain Security 
(2026) 产业链供应链安全调查工作办法

Formalizes investigations into actions taken by govern-
ments and enterprises; allows further restrictions and 
penalties on companies and individuals found responsible.
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