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Annex 1

EU RESOURCE PROVIDER YEAR

Research Security Guidelines for Ireland
Irish Department of Further and 
Higher Education, Research, 
Innovation and Science

2026

Methodological recommendation: Defining the 
minimum scope of due diligence and risk man-
agement in cooperation with third parties with-
in the context of strengthening the resilience of 
the higher education and research environment 
against illegitimate interference

Czech Ministry of the Interior 
and Ministry of Education, 
Youth, and Sports

2025

EU Council Recommendation on Enhancing 
Research Security

EU Council 2024

National Knowledge Security Guidelines –  
Secure International Collaboration

Government of the Netherlands 2022

Committee on Guidelines for International  
Research and Innovation Cooperation

Danish Ministry of Higher  
Education and Science

2022

 Recommendations for academic cooperation  
with China

Ministry of Education and  
Culture of Finland

2022

Academic freedom of expression Norwegian Ministry of  
Education and Research

2022

RESOURCE PROVIDER YEAR

 China Resources Australian Government Depart-
ment of Education

2026

National Security Guidelines for Research 
Partnerships

Government of Canada 2026

Safeguarding Academia US National Counterintelli-
gence and Security Center

2025

Conducting Open Source Due Diligence for 
Safeguarding Research Partnerships

Government of Canada 2025

Guidelines to Counter Foreign Interference in 
the Australian University Sector

Australian Government  
Department of Education

2025

Trusted Research: Guidance for Institutions and 
Researchers

Government of New Zealand 2025

G7 Best Practices for Secure and Open Research G7 2024

Named Research Organizations Government of Canada 2024

 China: The Risk to Academia U.S. Federal Bureau of  
Investigation

2019

Trusted Research Guidance for Academia UK National Protective Security 
Authority

2019

Government-issued guidelines on research security, 
academic collaboration and academic freedom
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N

O
N
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Source: MERICS   China-specific resources
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https://assets.gov.ie/static/documents/51323a6e/Final_Research_Security_Guidelines_for_Ireland_1.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://archiv.msmt.gov.cz/uploads/311/METODOLOGICAL_RECOMMENDATION_FOR_RESEARCH_SECURITY_DUE_DILIGENCE_AND_RISK_MANAGEMENT_IN_COOPERATION_WITH_THIRD_PARTIES.pdf
https://eur-lex.europa.eu/eli/C/2024/3510/oj/eng/pdf
https://eur-lex.europa.eu/eli/C/2024/3510/oj/eng/pdf
https://english.loketkennisveiligheid.nl/site/binaries/site-content/collections/documents/2022/04/07/national-knowledge-security-guidelines/National+Knowledge+Security+Guidelines.pdf
https://english.loketkennisveiligheid.nl/site/binaries/site-content/collections/documents/2022/04/07/national-knowledge-security-guidelines/National+Knowledge+Security+Guidelines.pdf
https://fudm.dk/
https://fudm.dk/
https://julkaisut.valtioneuvosto.fi/server/api/core/bitstreams/eb6843a2-efd4-4b3c-91bf-c75b3a98f23b/content
https://julkaisut.valtioneuvosto.fi/server/api/core/bitstreams/eb6843a2-efd4-4b3c-91bf-c75b3a98f23b/content
https://www.regjeringen.no/contentassets/ec388f0a1dcc4a628fda2fe95e5ddba7/en-gb/pdfs/nou202220220002000engpdfs.pdf
https://www.education.gov.au/international-education-engagement/priority-partner-countries/china-resources
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships
https://archive.dni.gov/files/NCSC/documents/SafeguardingOurFuture/NCSC_SOF_2025-08-25_Safeguarding-Academia.pdf
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/guidelines-counter-foreign-interference-australian-university-sector
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/guidelines-counter-foreign-interference-australian-university-sector
https://www.protectivesecurity.govt.nz/assets/psr/trusted-research-guidance.pdf
https://www.protectivesecurity.govt.nz/assets/psr/trusted-research-guidance.pdf
https://library.secure-center.org/items/g7-best-practices
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-and-affiliations-concern/named-research-organizations
https://www.fbi.gov/file-repository/counterintelligence/china-risk-to-academia-2019.pdf/view
https://www.npsa.gov.uk/specialised-guidance/trusted-research/trusted-research-academia
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RESOURCE PROVIDER YEAR

 Resource Hub for U.S. Academic Travel to China US-China Education Trust 2026

How universities can protect and promote  
academic freedom: EUA principles and  
guidelines

European University Associa-
tion 

2025

Risk and opportunity assessment for 
international collaboration and activities

The Swedish Foundation for 
International Cooperation in 
Research and Higher Education

2025

 The KoWinChi Project (Training program for 
cooperation with Chinese counterparts)

Würzburg University, University 
of Erlangen–Nuremberg

2024

 Cooperation Guidelines The China Competence Cen-
tre at the Julius Maximilians 
University

2024

Managing risks in Internationalisation:  
Security related issues

Universities UK 2022

 Guiding Questions on University Cooperation 
with the People’s Republic of China

German Rectors’ Conference 2020

Responsible internationalisation: Guidelines  
for reflection on international academic  
collaboration

The Swedish Foundation for 
International Cooperation in 
Research and Higher Education

2020

Primary Representative  
AgreementForm

Scholars at Risk 2026

G7 Common Values and Principles 
on Research Security and Research  
Integrity

G7 2022

Magna Charta Universitatum European University Associ-
ation; Alma Mater Studiorum 
University of Bologna

2020

Academic institutions‘ and sector associations‘ 
own resources

Source: MERICS   China-specific resources
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https://uscet.org/resource-hub/
https://www.eua.eu/publications/positions/how-universities-can-protect-and-promote-academic-freedom.html
https://www.eua.eu/publications/positions/how-universities-can-protect-and-promote-academic-freedom.html
https://www.eua.eu/publications/positions/how-universities-can-protect-and-promote-academic-freedom.html
https://www.stint.se/wp-content/uploads/2025/10/STINT-Report-25.10.23-Risk-and-opportunity.pdf
https://www.stint.se/wp-content/uploads/2025/10/STINT-Report-25.10.23-Risk-and-opportunity.pdf
https://www.phil.uni-wuerzburg.de/en/kowinchi/
https://www.uni-wuerzburg.de/en/forschung/china-centre/cooperation-guidelines/
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.hrk.de/fileadmin/redaktion/hrk/02-Dokumente/02-01-Beschluesse/HRK_Beschluss_Leitfragen_zur_Hochschulkooperation_mit_der_VR_China_9.9.2020.pdf
https://www.hrk.de/fileadmin/redaktion/hrk/02-Dokumente/02-01-Beschluesse/HRK_Beschluss_Leitfragen_zur_Hochschulkooperation_mit_der_VR_China_9.9.2020.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf
https://www.scholarsatrisk.org/.well-known/sgcaptcha/?r=%2Fprimary-representative-agreement-form%2F&y=ipr:94.139.28.215:1792155382.051
https://www.scholarsatrisk.org/.well-known/sgcaptcha/?r=%2Fprimary-representative-agreement-form%2F&y=ipr:94.139.28.215:1792155382.051
https://www.bne-portal.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=3
https://www.bne-portal.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=3
https://www.bne-portal.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=3
https://www.magna-charta.org/magna-charta-universitatum/mcu2020
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RESOURCE PROVIDER YEAR

 Chinese Academy of Sciences Directory RAND 2026

 China Defence Universities Tracker Australian Strategic Policy 
Institute (ASPI)

2026

 Chinese students & scholars associations in Eu-
rope, and long-distance authoritarian engagement

Sciences Po Center for Interna-
tional Studies

2026

Investigative policy analysis: Leveraging ethnogra-
phy's postures to research secretive state policies in 
access-restricted authoritarian contexts

Sage Journals 2026

 Swedish research collaborations with China still 
increasing, but politically more difficult

The Swedish National China 
Centre

2025

 Managing the Risks of China’s Access to U.S. Data 
and Control of Software and Connected Technology 

Carnegie Endowment for Inter-
national Peace

2025

Regulatory advice 24: Guidance related to freedom 
of speech

Office for Students (UK) 2024

 People's Republic of China Legal Research: Intro-
duction to China's Legal System

 Harvard Law School 2024

Measures for the Management of Scientific Data Center for Security and Emerg-
ing Technology (CSET)

2023

Model code of conduct: protection of academic 
freedom and the academic community in the con-
text of the internationalisation of the UK HE sector

Academic Freedom and Inter-
nationalisation Working Group

2022

 How to do Trusted Research: China-Specific 
Guidelines for European Stakeholders

Association for International 
Affairs

2022

 Checklist for Collaboration with Chinese 
Universities and Other Research Institutions

The Hague Centre for Strategic 
Studies

2019

 Resisting Chinese Government Efforts to Under-
mine Academic Freedom Abroad A Code of Conduct 
for Colleges, Universities, and Academic Institu-
tions Worldwide

Human Rights Watch 2019

Academic Freedom and Internationalisation  
Working Group at Human Rights Consortium

Human Rights Consortium, 
Institute of Commonwealth 
Studies, School of Advanced 
Study, University of London

2019

Research, Ethics and Risk in the Authoritarian 
Field

Palgrave Macmillan 2018

General resources

Source: MERICS   China-specific resources
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Annex 3

https://www.rand.org/pubs/tools/TLA4687-1/tool.html
https://unitracker.aspi.org.au/
https://www.sciencespo.fr/ceri/en/news/chinese-students-and-scholars-associations-in-europe-and-long-distance-authoritarian-engagement/
https://www.sciencespo.fr/ceri/en/news/chinese-students-and-scholars-associations-in-europe-and-long-distance-authoritarian-engagement/
https://journals.sagepub.com/doi/10.1177/14687941261445830
https://journals.sagepub.com/doi/10.1177/14687941261445830
https://journals.sagepub.com/doi/10.1177/14687941261445830
https://www.ui.se/globalassets/ui.se-eng/publications/other-publications/swedish-research-collaborations-with-china-still-increasing-but-politically-more-difficult_nkk_2025.pdf
https://www.ui.se/globalassets/ui.se-eng/publications/other-publications/swedish-research-collaborations-with-china-still-increasing-but-politically-more-difficult_nkk_2025.pdf
https://carnegieendowment.org/research/2025/01/managing-the-risks-of-chinas-access-to-us-data-and-control-of-software-and-connected-technology
https://carnegieendowment.org/research/2025/01/managing-the-risks-of-chinas-access-to-us-data-and-control-of-software-and-connected-technology
https://www.officeforstudents.org.uk/publications/regulatory-advice-24-guidance-related-to-freedom-of-speech/
https://www.officeforstudents.org.uk/publications/regulatory-advice-24-guidance-related-to-freedom-of-speech/
https://guides.library.harvard.edu/ChineseLegalResearch
https://guides.library.harvard.edu/ChineseLegalResearch
https://cset.georgetown.edu/publication/china-scientific-data-management-measures/
http://tandfonline.com/doi/full/10.1080/13642987.2022.2148977#d1e375
http://tandfonline.com/doi/full/10.1080/13642987.2022.2148977#d1e375
http://tandfonline.com/doi/full/10.1080/13642987.2022.2148977#d1e375
https://www.jcu.cz/images/veda-a-vyzkum/dokumenty-vav/htdtr_report_how-to-do-trusted-research_a4_16_web.pdf
https://www.jcu.cz/images/veda-a-vyzkum/dokumenty-vav/htdtr_report_how-to-do-trusted-research_a4_16_web.pdf
https://hcss.nl/wp-content/uploads/2021/01/BZ127566-HCSS-Checklist-for-collaboration-with-Chinese-Universities.pdf
https://hcss.nl/wp-content/uploads/2021/01/BZ127566-HCSS-Checklist-for-collaboration-with-Chinese-Universities.pdf
https://www.hrw.org/news/2019/03/21/china-government-threats-academic-freedom-abroad
https://www.hrw.org/news/2019/03/21/china-government-threats-academic-freedom-abroad
https://www.hrw.org/news/2019/03/21/china-government-threats-academic-freedom-abroad
https://www.hrw.org/news/2019/03/21/china-government-threats-academic-freedom-abroad
https://commonwealth.sas.ac.uk/human-rights-consortium/networks/academic-freedom-internationalisation-working-group
https://commonwealth.sas.ac.uk/human-rights-consortium/networks/academic-freedom-internationalisation-working-group
https://link.springer.com/book/10.1007/978-3-319-68966-1
https://link.springer.com/book/10.1007/978-3-319-68966-1
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Source: MERICS   China-specific resources
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Annex 5

RESOURCE PROVIDER YEAR

Online Open Source Investigation Toolkit Bellingcat N/A

Digital Security Resource Hub for Civil Society Amnesty International N/A

Open-source intelligence (OSINT) self-audit for  
researchers

University of Toronto 2026

John Scott-Railton Shares Tips and Tools to Protect  
Yourself Digitally

Global Investigative Journalism 
Network

2026

 Mining China’s ‘Little Red Book’ for Open Source Gold Bellingcat 2026

Practical Advice to Avoid Getting Pwned by AI American Enterprise Institute 2026

 The Locknet: How China Controls Its Internet and  
Why It Matters

ChinaFile 2025

 The Challenges of Conducting Open Source Research 
on China

Bellingcat 2023

Into the Jungle: Best Practices for Open-Source  
Researchers

Georgetown Center for Security 
and Emerging Technologies 
(CSET)

2022

RESOURCE TYPE

 European Association for Chinese Studies International organisation representing 
China scholars from all over Europe

 EURAXESS China Community of researchers

 Global China Studies  
Early Career Researcher Network

Community of researchers

 British Association for Chinese Studies Community of students and researchers

 Berlin Contemporary China Network Community of researchers and scholars

 Young China Watchers Community of professionals

Cyber and OSINT resources

Associations and mentorship resources

Annex 4

https://bellingcat.gitbook.io/toolkit
https://securitylab.amnesty.org/digital-resources/
https://security.utoronto.ca/best-practices-tips/open-source-intelligence-osint-self-audit-for-researchers/
https://security.utoronto.ca/best-practices-tips/open-source-intelligence-osint-self-audit-for-researchers/
https://gijn.org/resource/tech-focus-project-video-john-scott-railton-digital-security-protection/
https://gijn.org/resource/tech-focus-project-video-john-scott-railton-digital-security-protection/
https://www.bellingcat.com/resources/2026/04/20/xiaohongshu-rednote-open-source-guide/
https://www.aei.org/commentary/practical-advice-to-avoid-getting-pwned-by-ai/
https://locknet.chinafile.com/the-locknet/intro/
https://locknet.chinafile.com/the-locknet/intro/
https://www.bellingcat.com/resources/2023/04/18/china-challenges-open-source-osint-social-media/
https://www.bellingcat.com/resources/2023/04/18/china-challenges-open-source-osint-social-media/
https://cset.georgetown.edu/article/into-the-jungle-best-practices-for-open-source-researchers/
https://cset.georgetown.edu/article/into-the-jungle-best-practices-for-open-source-researchers/
https://chinesestudies.eu/about-eacs/
https://euraxess.ec.europa.eu/worldwide/china
https://gcs-ecr-network.com/
https://gcs-ecr-network.com/
https://bacsuk.org.uk/about-us
https://berlincontemporarychinanetwork.org/about
https://www.youngchinawatchers.com/about-us/

